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1. Intr oduction

This white paperdiscussesecurityasit relatesto the e-smithsener andgatavay versiond.1x. It is aimedat systemadministratorandthosewith an
interestin thetechnicalaspect®f systemandnetwork security

While no productcanbe 100%securewe have configuredthe e-smithsener andgatavay to provide the highestpossibldevel of security"out of the
box". We recognizethatsecurityis importantin businessesf all sizesandwe wantto ensurethatyour systemandnetwork areprotectedin orderto do
sowe take actionssuchasdisablingnon-essentiadervicesconfiguringserviceso operatan theirmostsecuremode,automaticallyproviding paclet
filtering, providing encryptedneansof remoteaccessandtaking otherstepsthatarepartof aneffective firewall solution.

Beyondthesestepswe strive to automaté'bestpractices"in Linux systemadministratiorsothattasksthatan expertsystemadministratomould
normallydo aredoneautomaticallyfor you. Regardlesf your experiencdevel, this automatiorrelievesa greatdealof painthatis normallyassociated
with securityandsystemadministratiorandalsoreduceshe possibility of accidentamis-configuration.

In thisdocumentwe will discusshe majorcomponent®f thee-smithsener andgatevay asthey relateto securityandthetechnicalstepsthatwe have
takento ensuretheintegrity andsecurityof the system.

2. The Role of the e-smith server and gateway

The e-smithsener andgatevay builds on thewidely acknavledgedreliability of the Linux platform,andaddressethe compleity problemthrougha
very simpleinstallationprocessOnceinstalled the e-smithsener andgatevay providessecurityanda rich setof Internetservicesncludinge-mail,web
hosting,webmail,securaemoteaccessftp hosting file andprint-sharingandmary otherfeaturese-smiths softwarerunson ary commodityPC,works
with virtually ary Internetprovider, andallows customergo usetheir choiceof desktopplatform.

The e-smithsener canbe configuredn eitherof two modesof operationln serveronly mode the e-smithsener operatesasa standalonesenerona
local network andprovidesfile andnetwork servicego all systemsn thatnetwork. In serverand gatavay mode the e-smithsener is configuredwith
onenetwork connectiorto thelocal network anda secondconnectiorto the Internet.In additionto providing file andnetwork serviceso thelocal
network, it alsoactsasa gatavay allowing the entirelocal network to accesshe Internet.

3. Elimination of Non-essential Services

Thedevelopersof agenericLinux distribution suchasRedHat do notknow exactly how thatcomputersystemwill beused.For thatreasonthey usually
configurethe operatingsystemto be ableto supportmary differenttypesof sener andworkstationuses Mary servicesareincludedon the systenthat
may not ever beused Whensomeoneénstallssucha genericdistribution, thoseserviceamay openup securityholesinto thatcomputersystem.

A cardinalrule of systemsecurityis "only run the absoluteminimumnumberof servicemecessaryor your opeiations'. With the e-smithsener and
gatavay, we know preciselyhow thevastmajority of usersaregoingto useour sener andthereforecansimply remove all otherserviceslUnnecessary
servicessuchasNFS, NI S, theBerkeley "r" suiteof programgsuchasr sh andr whod) andmary othershave notbeenincluded.

Beyondserviceswe do notincludemary of the packageshatareincludedwith a standardRedHatinstallation.As anexample the e-smithsener and
gatevay doesnotincludeary of the standarccompilersor developmentiibraries,asthesedevelopmentiools have beenusedin the pastto install
compromisegrogramsduring network attacks Additionally, we eliminatemostof the usertoolsthatwould be usedin a Linux workstation
configuration For instancethe X Window Systemandassociategrogramsarenotincluded.

Essentiallyif we couldnotidentify a needto includea packageor servicein the productthatwould benefita smallto mid-sizebusinesswith their daily
operationsye eliminatedit. Throughthis simplicity, we areableto minimize the securityrisksto the system.

If you areinterestedn specificallywhatservicesareenabledthefollowing list indicatesthe servicesstartedn a default configurationThey arelistedin
the orderin whichthey arestarted A definitive listing of runningprocessesanbefoundin AppendixA.

sysl ogd, klogd, crond, xinetd, ntpd, |pd, dhcpd, |dap, gmail, smtpfwdd, httpd,
sshd, nysqld, squid, atalkd, papd, afpd, snbd, nnbd, nanmed, m ngetty

While this list may seemlengthy experienced.inux/UNIX systemadministratorsill recognizethelist asbeingsmallcomparedo atypical
Linux/UNIX system.
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4. Replacement of Services With More Secure Alternatives

As partof our securityreview of thebaselinux operatingsystemwe alsoevaluateserviceghatareincludedin the standardRedHat releasdo
determinegf therearemoresecurealternatves.For instancewe have replacedhefollowing servicesrom RedHat 7.0:

- sendmail- Giventhe numberof securityvulnerabilitiesreportedn sendmailover theyears,we have insteadoptedto usegnai | andobt use- snt pd,
bothof which have beendesignedrom the beginning with securityin mind.

- wu-ftpd - Like sendmailwu-ftpd hassufferedfrom securityflaws over the pastyears We chosepr of t pd asareplacemenbecaus®f its focuson
securityaswell asour ability to moreeasilyconfigureit to limit access.

Theseserviceswill bediscussedn moredetailin othersectionsof thisdocument.

5. Open Source Code Review

Oneof thegreatesstrengthof the e-smithsener andgatavay is thatour productsourcecodeis completelyopenandavailableto anyoneto examineand
review. At first glance this statemenmight seemcounterintuitive. If you let peopleseeall of your code,how is it secureThetraditionalview in
softwaredevelopmenthasbeento closelyguardyour productsourcecodesothatno onecanexamineit andfind potentialsecurityholes.Why do we say
thatour opensourceprocesss in factmore secue thantraditional"closedsource'or "proprietary"developmentmodels?

Theanswelliesin thefactthatour codeundegoesa strenuoupeerreview by peopleworking with our product.Giventhatanyonecanlook at our code,
we benefitfrom alargeandconstantlygronving developercommunity For instancepn our e-smithdevelopersmailing list, we have over 400 developers
who areworking with our producton anongoingbasis.Many morepatrticipatein our webforumsandstill otherssimply dowvnloadanduseour product.
Whensomeoneuspects problem,they (or someoneslsewith thetechnicalknowledge)canlook directly at our sourcecodeandfind outhow we are
implementinga particularitem. If they seethatthereis anissue they evenhave the optionof implementingtheir own fix.

Thevalueof opensourcepeerreview wasdramaticallyillustratedin theyear2000with thediscovery thatfor eightyeais the Interbasedatabaséad
containeda hard-codedisernameandpassverd thatwould allow aryoneknowing thatuser/passard combinationthe ability to accesanyInterbase
databaseThedevelopershadput this backdoorin the productto solve a particularauthenticatioproblem.For eightyearsthis securityvulnerability had
beenthere.lt is impossibleto know hav mary databasemight have beencompromisedHow wasthe hole found?In mid-2000,Interbaseopenedheir
sourcecodeandmadeit availableonthelnternet.A developerin Germary waslooking throughthe sourcecodeandfoundthis backdoor He
immediatelyalertedthe productdeveloperswho quickly put outafix anddisabledthis backdoorin new versionsof the product.Hadthe codenotbeen
available,who knows how long this might have continuedandwho might have hadaccesdo the backdoor?

We believe, too, thatthefactthatour codeis openencouragea muchstrongerinternalcodereview processaswell. All our staf developersknow that
otherswill seethecode,andfor thatreasonwe needto be surethatthe codeis assecureandtight aspossible Our developercommunityis extremely
active, strong,diverseandnot at all hesitanto testour codeandpushthe edgesof whatwe sayit canandshoulddo. We welcomethatscrutiry aswe
firmly believe thatthroughthatprocessur productbecomeshatmuchmoresecure!

6. Network Security

For asener functioningasa network gatevay, the securityrelatedto the underlyingbasicnetwork connectioris of critical concernWe take this
extremelyseriouslyandusemultiple toolsandlayersto restrictaccesslt startswith thefundamentatlistinctionthatin sener andgatavay mode, we
have aninternal network interfacecardconnectedo thelocal network andanexternalconnectiorto the outsidelnternet througheitheranothemetwork
interfacecardor adial-upmodem.Theinternalcardwill allow mostconnectiongrom thelocal network, but connectiongominginto the external
interfacearesubjectto very tight controls.

In thisarrangemenive usenetwork addresdranslation(NAT) to masqueradehe entireinternalnetwork behinda singleexternallP addressln our
recommendedanddefault) configurationall internalsystemshave non-routableprivate|P addressefer RFC1918)andthereis thereforeno possible
way for a connectiorto be madefrom the externalinternetto ary internalmachinesThis allows usto concentratell network securityresource®n
protectingthe sener andexternalinterface.

Whenwe speakof network security we wish to securaghe sener soall actionstaken by the sener in responséo externalnetwork pacletsaredefined,
andall responseto externalnetwork pacletsareauthorizedandconformto a definedpolicy.

We achieve this restrictionof sener responseo externalnetwork pacletsby multiple restrictive layersdescribedelow.

6.1. Packet filtering

A linux kernelpacletfilter is configuredusingthei pchai ns commandwhichimplementghegenerabpolicy onthe externalinterfacethat"all
incomingpacletsaredeniedexceptthosewhich areexplicitly allowed". Packetswhich aredeniedmaybelogged(thereis a configurationparameter
which defineswhetherall, noneor someof ary deniedpacletsarelogged),but otherwiseelicit no responsdrom the sener - they aresimply discarded.
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Thesetof explicitly allowedincomingpacletsis configurable Eachof the setof servicesofferedby the sener canbe enabledor disabledin a
configurationdatabaseA subsebf the serviceamaybe availableasa public service(for example,awebseneris apublic service)- eachof these
serviceds optional,andcanberestrictedto privateaccesgi.e. only onthelocal network). Wheneer this configurationdatabasés changedthe paclet
filter is reconfiguredo enforcethe changedaccesgolicy. An annotatedisting of the defaultipchainsrulesis providedin AppendixC.

6.2. Disabled Services Do Not Run

The e-smithsener andgatevay is configuredto run only thoseserviceswvhich areenabledn its configurationdatabase.

6.3. Selective Address or Port Binding

Someapplicationoffer the optionto selectvely bind to network interfaces For serviceswhich areconfiguredto offer acces®nly to theinternal
network, this featurecanbe usedto preventary possibility of externalconnectiorto the network serviceprogramindependentf the paclet filter
configuration This featureis used for example,in the SMB (Samba)Yaemorconfiguration Listings of exactly whatprogramsareboundto which ports
in adefaultinstallationareprovidedin Appendiced andE.

6.4. Application-le vel Access Control Lists

Eachnetwork serviceprogramis configuredo provide selectve servicebasedn the P addres®f the originatingrequestSelectie serviceconfiguration
is mediatecdby threedifferentmechanisms:

1. by useof the TCPwrapperdaemon cpd, which actsasa gateleeperapplication droppingthe network connectiorwithout ary datatransferif the
requesis not from a permittedaddressAccesse$rom permittedaddressesesultin the TCP wrappersdaemorexecutingthe network service
program(for example,theIMAP daemon)Theaccessestrictionsarespecifiedn thefiles/ et ¢/ host s. al | ow and/ et ¢/ host s. deny, and
thesefilesin turn areconfiguredto complywith the policy recordedn the e-smithconfigurationdatabaseExamplesf thesefiles from a default
installationareprovidedin AppendixF.

2. by theapplicationitself, throughuseof the TCP wrapperdibrary, which naturallyis alsousedby the TCPwrappersddaemonTheapplicationuses
the TCPwrapperdibrary to evaluateaccessulesspecifiedn / et c/ host s. al | owand/ et ¢/ host s. deny, andthendropsthe network connection
withoutary datatransfer or providesthe network service asappropriateAn exampleof this classof applicationis sshd, the OpenSSHiaemon,
which implementshe SSHprotocolfor secureremoteaccess.

3. by theapplicationitself, usingapplicationspecificaccessontrolmechanismsA furtherclassof applicationshasits own setof mechanismso
restrictserviceavailability accordingto originatingnetwork addres®of therequestTheseapplicationshave their own mechanisnfor specifyingand
enforcingaccessestrictions Exampleof this classof applicationarenysqgl andsqui d.

6.5. Authentication and Authorization Mechanisms

Oncethe connectiorhaspassedhroughall thesdayers,it mustfinally be authenticatetby the appropriatanechanismin mostcaseshisinvolves
checkingthattheuserdoesin facthave a valid useraccountandpasswerd. In somecasessuchasppt pd andsshd, encryptioninitialization will also
occut

7. User Accounts, Groups and Passwords

In orderfor a userto accessnostserviceon the sener, auseraccounts required.As a sener administratoryou createthe useraccountghroughthe
e-smithwebmanagerEachuseraccountnamecanbeup to twelve charactersn lengthandeachmustbe uniqueon the sener. With anaccounta user
canlogin to receive e-mailandmayalsoaccesgrivateportionsof the e-smithsener by variousfile transfermethods.

Beforeausercanusetheir accountthe administratomustfirst assigrthe usera password. Useraccountsare locked out and cannotbe useduntil youset
thisinitial passwod. Accountswithout setpassverdsappeain reditalics in the e-smithwebmanagerPassvordsareallowedto containupperand
lowercasdetters,numbersandpunctuationThey arenotrestrictedn length.

Oncetheinitial passverd hasbeenprovidedto the user the userhastotal controlover changingthatpassverd. At ary time, they canusetheirweb
browsertogotohtt p: // server name/ e-sni t h- passwor d, entertheir old passverd, andthenentera new passvwerd. Theadministratoidoesnot have
theability to view theusers passverd in ary form. If theuserforgetstheir passverd, the administratoicannotretrieve thatpassverd. Insteadthe
administratoicanresetthe passvard andcommunicatehatnew passverd to theuser but they cannever seethe actualpasswerdsusedby the users.
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Onceuseraccountdave beencreatedthey canbe putinto groupaccountso easeadministrationssuesThegroupcanin turn beassigneapecific
permissionsFor instancetheability to loadfiles into aninformationbay canberestrictedo memberof a certaingroup.Userscanbe membersf
multiple groups.

Notethatasdescribedn the next section,only oneuserr oot , is configuredby defaultto beableto login to the e-smithsener andaccesshe Linux shell
prompt.

8. Remote Access

In ary network configurationuserstypically wantaccesgo the network from remotelocations Exampleanayincludeemplo/eeswho alsowantto work
from homeor who aretraveling andwantto connectfrom hotelrooms.Thelocal systemintegratoror e-smithpartnerwho installedyour systemmayalso
wishto connecto your network. Thechallengepf coursejs to allow this accessvhile ensuringthatyour systemis secure.

To meetthis need,e-smithallows severalforms of remoteaccessThe servicessuchase-mailaccessthewebsener, ftp, etc.canbe configured
individually to allow private (local network only) or public (entireInternet)accessln the caseof someof thoseservicesyou mayevenallow public
accesdut requirea password. Theseserviceawill bediscussednh moredetailbelow.

However, therearethreeservicesspecificallytargetedat allowing remotelogin to the server(sshandtelnet)andto the network(PPTP).Thesewill be
coveredin this section It shouldbe notedthatall of theseservicesaredisabledby default anda sener administratomustspecificallyenablethemfor
suchaccesdgo occur

If eitherof theserviceghatallow remotelogin to the sener areenabledpy default only oneaccounts ableto login to the sener. Loggingin asthe
adm n userwill bringyouto the e-smithmanagemertonsole For bothsshandtelnet,the seneradministratorlsohasthe optionto allow administative
accessWhile this featureis disabledby default, enablingit will allow ther oot userto login andaccesshe standard.inux commandorompt.

By default,no otheruseraccountsare configuedto allow a login to theserver If youwish for auseraccounto beableto login to the serer remotely
you mustfirst login astherootuserandthenchangeheuseraccountshel | to be/ bi n/ bash usingthechsh commandWithout this changetheuser
accountwill notbeableto login to the sener usingeithersshor telnet.

8.1. Secure Shell (ssh)

Thesecure shell (ssh) commandrovidesasecuregncryptednethodof communicatiorbetweera clientandsener. Unlike telnet,passverdsare
encryptedn transitanda securesessiorkey is usedto encryptall pacletssentbetweerthe clientandthesener. ssh andits companiorprogramscp
(securecopy) areavailablefor Linux/UNIX, Windows, Macintoshandotherclient operatingsystemsin its simplestform, useof sshmerelyinvolves
initiating the commandandenteringthe useraccountpasswerd. Theuserwill thenseea Linux commandoromptandcanbegin enteringLinux
commands.

Theimplementatiorof sshusedby e-smithis OpenSSHavailablefrom http://www.openssh.comlt supportsboththe SSH1landSSH2protocolsaswell
asbothDSA andRSA authentication.

Whensshaccesss enableda usermay connectandentertheir useraccounfpassverd to gainaccesgo the system Theonly issuein this default
configurationis thatif they do not provide the correctpassverd, they areofferedanotherchanceo enterthe passwrd. They may continueto do so,
which doesallow for someonérying to crackinto the systemto sit thereandsimply keeptrying to guesspasswrds.Note thatthereis atime delay
betweerlogin promptsthatmalesbruteforce attackson goodpassverdsimpractical.

To getaroundthisissue for systemavheresecurityis very high yet secureremoteaccesss desiredthe e-smithsener alsosupportssshusingRSA
authenticationIn this mode,ansshkey is generatean the client computersystemandthenaddedo thelist of allowedkeys onthesener. Only users
connectingrom a systemwith anauthorizeckey will beallowedto login to the system.

Notethatall sshaccesss disabledby default.

8.2. Telnet

Becauseelnethastraditionallybeenusedfor remoteaccesgo Linux systemsye have includedtelnetaccessHowever, it is disabledby default The
primarysecurityproblemwith telnetis thatit transmitsall usernamesandpasswerdsover the network without any form of encryption. Someone
operating'packet sniffing" softwareandconnectedo ary network betweenyour e-smithsener andthe remotemachinemaybe ableto interceptand
readary usernamesandpasswerdsandthuscouldgainaccesso your systemFor thatreasonwe strongly discouragehe useof telnetandencourage
usersto usessh instead.

Within the e-smithwebmanagertelnetaccessanberestrictedto only thelocal network or allowed from the entirenetwork. Administratve accesgthe
ability to telnetin as’root’ or 'admin’) is disabledby defaultandcanbe enabledor thelocal network or the Internet.Again, becausef the security
implications thisis strongly discouraged.
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8.3. Point-to-P oint Tunnelling Protocol (PPTP)

While sshmeetsmary remoteaccessieedsmary userssimply wantto connecto their remotenetwork andthenacces®-mailor usetheir file manager
(suchasthe Windows Exploreror Network Neigborhood}o view andaccessiles acrosghe network.

To dothis, the e-smithsener andgatevay providesnetwork accesaisingthe Point-to-Roint TunnellingProtocol (PPTP) PPTPallows youto provide a
virtual private networkbetweernyour remoteclient computerandyour e-smithsener andinternalnetwork. It createsa secureencryptedchannebetween
your clientandthesener. As far asthe seneris concernedtheclient computerappearso beonthelocalinternal network andcanaccessll resources
thatthe userwould normally seeif they wereconnectedo theinternalLAN.

WhenPPTPwasfirst introducedby Microsoft, mary implementationsufferedfrom poorsecurityandthe protocolgaineda reputationof beinginsecure.
Sincethattime, the quality of the protocoldefinitionandits implementationdiasimproved dramaticallyandit now doesoffer areliableandhighly
secureconnection.

PPTPclientsareavailablefor Microsoft Windowvs andmay alreadybeinstalledin recentversionsof Windows. Userstypically launcha PPTPconnection
by double-clickinganicon ontheir desktopandthenenteringa passverd.

Becausé’?PTPallows aremoteclientto appeaiasif they arealocal userandcanthereforeaccessnything onthelocal network, the securityof the
passwerdsin transitis paramountFor thatreasonwe requireclient systemgo use128-bitencryption The e-smithsener will notacceptconnections
from PPTPclientsthatuse40-bitencryption.This mayrequireanupgradeto the PPTPcomponenbf someof your client systems.

Like sshandtelnet,PPTPaccesss specificallydisabledandmustbe enabledhroughthe e-smithweb managerAt thetime you enableaccessyou may
configurehow mary PPTPclientsyouwill allow to accesshesystematary giventime.

9. File Transfer

Oneof themainreasonsiserswantremoteaccesss to be ableto retrieve or usefiles locatedon the sener. The e-smithsener andgatavay allows users
to accesdiles via the FTP protocolor throughstandardVindons andMacintoshnetworking.

9.1. File Transfer Protocol (FTP)

To allow usersto uploador downloadfiles to andfrom the e-smithsener andgatavay, we provide FTP accessThe specificFTP sener we useis
pr of t pd (http://www proftpd.net/) configuredwith thelatestsecurityupdatesandpatches.

In the default configuration ftp accesdor usersis allowed on thelocal (internal)network, but not from the externalnetwork. A usermustlogin with a
valid usernameandpasswerd combinationin orderto accesdiles.

Throughthe e-smithwebmanagerit is possibleto configurethe senerto allow public (external) FTP accesgor usersWe strongly discouragehis
action,though,becausét p, liket el net , transmitspasswrdsfrom theclientto the sener asclear, unencryptedext. Insteadwe suggestisersusethe
scp (securecopy) programprovidedwith thessh family of tools.

Anonymousftp accesss allowed onthelocal network for readaccesonly. Informationbaysalsomayhave a usernameandpassverd associateavith
themandthisinformationcanbe usedfor readacces®nly. In no eventcaneitheranorymousor i-bay usersuploadinformation. The ability to write to
theseneris restrictedto userswith avalid useraccountonthe e-smithsener andgatevay.

FTPaccesdor i-baysis a settingthatcanbe configuredfor eachindividual i-bay andcanbe configuredto be allowedfor eitherprivateor public access.
However in the e-smithwebmanageRemoteAccesspanelyou have the ability to seta FTP accesgolicy thatwill overrideall otherFTP settings.You
have the option of disablingpublic (external) FTPaccessandin factcompletelydisablingall FTP accesgrom boththeinternalandexternalnetworks.

9.2. Windo ws Networking (SMB)

Usersmayaccesdiles onthee-smithsener usingstandardVindows networking throughsuchtools asthe Windows Explorer Network Neighborhoodbr
My Network. They mayconnecto eithertheirhomedirectoryon the sener or to oneof theinformationbay directories Connection®ccurthroughthe
standardSener Messagdlock (SMB) protocolusedwithin Microsoft networking.

Eachusers homedirectoryis protectedsothatonly the usermayreadandwrite to that"share".In the procesof doingso,theusermustenterthe
passverd for their useraccountonthesener.

Sharedor informationbaysarealsovisible in the browselist. Accessto thosesharess controlledby the configuratiorfor thatspecifici-bay. An i-bayis
assignech groupownershipandthe default configuratiorlimits readandwrite acces®nly to groupmembersA userwould thereforeneedto bea
memberof the appropriategroupin orderto accesshei-bay.

The specifictool we useon the e-smithsener to allow Windows usersto accessener directoriesvia the SMB protocolis sanba
(http://www.samba.ag/). The security-relateghortionsof the default Sambaconfiguratiorfile areprovidedin AppendixG.
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9.3. Macintosh Networking

For file transferto andfrom Macintoshsystemsave useanimplementatiorof the AppleTalk file sharingprotocolscallednet at al k
(http://sourcefage.net/projects/netatalkAs with Windows networking, usersmustsupplya valid usernamendpassverd to accesprivatedirectories
onthesener. Macintoshusersconnecto thefoldersusingthe regular Choosemithin the Macintoshoperatingsystem.

10. E-mail

Becausee-mailis mission-criticalfor almostall organizationswe view it asextremelyimportantthatthe mail sener componentf thee-smithsener
andgatavay be extremelysecureFor this reasonwe replacedhe standard.inux sendnai | programwith thehighly secureqmai | sener. gmail
(http://Iwww.gmail.og/) wasdesignedrom the very beginningwith securityin mind. The entirearchitectureof gmail is designedo minimizeary
possibilitiesfor securityexploits.

While gmail aloneis extremelysecurewe wentonestepfurtherandchosea moreflexible yet securgprogramcalledobt use- snt pd for themail sener
to which all SMTP mail connectiongboth outboundandinbound)aremade obt use- snt pd allows usto furtherrestrictexactly who cansendin e-mail
(for usein, for instanceplocking spam)andalsoprovideshooksthatwe canusefor filters suchascontent-filteringandvirus scanning.

While gmai | andobt use- snt pd provide the mail sener functionality mostuserswill beusingthe POP3or IMAP protocolsto readtheire-mail. The
e-smithsener supportsoth protocols By default, POP3/IMAPaccesss only availableto usersonthelocal network If youwishto allow usersto
accesgheir e-mailvia POP3or IMAP from remotesystemsutsideyour network, the sener administratomustspecificallyenablesuch"Public" access
throughthe e-smithwebmanager

Notethatunderno circumstanceareary usersoutsideof yourlocal network allowedto sendmail to otherexternalusersthroughyour mail sener. The
mail sener (obt use- snt pd) will only acceptmail messagefom externalsourceghatarefor local users Allowing suchaccessvould openyour sener
to aluseby spammersisa mail relay. Externaluserswho wantto sendmail to otherexternaluserswill eitherneedto connecto their ISP’s mail seneror
usePPTPto make a VPN connectiorto theinternalsideof the e-smithsener (atwhich pointthe e-smithsener will acceptmail for otherexternalusers
becauseasfar asit is concernedthe PPTP-connectedseris on thelocal network).

11. DNS

As with mostLinux systemsye usetheindustrystandardBIND senerto provide DomainNameService(DNS) accesgo thelocal network. Becausef
recentsecurityexploits relatedto BIND, we areconstantlymonitoringBIND securitymailing lists andregularly updateour systemto have the most
currentandsecureversionof the BIND program.

We take additionalstepstoo, to ensurehatthe systemis safe.For instancethe BIND daemor(callednaned) is setto run asthelocal userdns instead
of the normalconfigurationof having namedrun asther oot user In additionto runningnamedasanunprivilegeduser nameds furtherrestrictedby
beingforcedto runin a"chrootedjail”. Essentiallythis meangshatthe programhasanextremelyrestrictedview of the systemwhichit thinksis in fact
the entiresystemIn theeventthatsomehwa the nameddaemornwascompromisedthe attacler would not be ableto seearything outsideof thelimited
areain which thenameddaemoris confined.

Further DNS accesss only allowed from theinternallocal network. Userson the externallnternetarenot ableto connectto the DNS sener becausét is
configuredo listenonly ontheinternalnetwork.

12. Web Services

Webservicesnthe e-smithsener andgatevay areprovidedthroughthe opensourceApacheweb sener (http://www.apache.@/
(http://www.apache.@)). As the mosthighly-usedwebsener onthe Internet,Apacheis constantlyundegoing extensie sourcecodepeerreview and
hasa solid recordof beingsecureThee-smithsener supportsdothstandardHTTP connectionsaswell assecureHTTPSconnectionshatusethe Secure
SocletLayer(SSL)protocol.

Thereareactuallytwo Apachesener daemonsunningon thee-smithsener. Onerunson ports80 (HTTP) and443(HTTPS)andprovidesstandarduser
accesgo the primarywebinformation,i-baysor webmail. The seconcbperate®n port 980 andpraovidesaccesdo the e-smithwebmanagerA usercan
only connecto it onthelocal network andonly if they know the passverd to theadni n useraccount.

To furthersecurehe sener, themain Apacheweb sener runson the e-smithsener asthe usernww in a severelyrestrictedervironment.The
administratve Apachesener runsastheuseradni n which alsohasarestrictedshell (the e-smithconsole) For moreinformation,you canview the
security-relatedectionof the configuratiorfile for the main Apachewebsenerin AppendixH.
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12.1. SSL Suppor t

As mentionecabove, the primary Apachesener supportsSSL authenticatiorandlistenson the standargort 443for HTTPSconnectionsDuring the
installationof the software,a setof 128-bitRSA keys aregeneratedyy theopenssl commandThe public RSAkey is thenplacedin a self-signedX.509
certificate.This certificateis presentedo all browsersattemptingto connectvia HTTPS.

The OpenSSLProject(http://www.openssl.ay/) hasdevelopedan opensource commercial-gradenplementatiorof the SecureSocletsLayer (SSL
v2/v3) andTransport_ayer Security(TLS v1) protocols.OpenSSlLis very widely usedthroughouthe Linux andBSD UNIX world andis alsousedon
otherversionsof UNIX. As we have doneon the e-smithsener, OpenSSlis very oftenusedin conjunctionwith the Apachewebsener.

12.2. CGI Scripts

Whenspeakingof web sener security oneof the primary concernss oftenwith the executionof CGlI scriptson the sener. Onthee-smithsenerand
gatevay, CGl scriptsaredisabledby default andmustbe specificallyenabledby the sener administratorfor thei-bay in which the scriptsareto be
executed Onceenabled CGl scriptscanbe executedf they areplacedin thecgi - bi n directoryfoundin eachinformationbayor aspartof the primary
directoryusedfor the mainwebsite. As this separatalirectoryis not viewableby regularHTTP requestsuserscannotseethe contentsof the actualCGl
scripts.

12.3. PHP

In orderto allow thewebmailcomponenbf our sener to function,we neededo enablethe PHP (http://www.php.net/)scriptingmodulefor the Apache
websener. PHPis arobustlanguagehatallows peopleto very quickly andeasilycreatedynamically-generatecdontentfor their website. For example,
they could createa discussiorforum or a catalogthatlinkedto a databasé¢o provide the actualdata.PHPis similar conceptuallyto Microsoft’s Active
Sener Pages(ASP)andprovidessimilar functionality

As of e-smithversion4.1.2,usersmay chooseo enablethe useof PHPin eachi-bay throughthe "Enabledynamiccontent"checkboxn thei-bay
configurationscreenPHPis disabledby default andmustbe specificallyenabledy the sener administrator

While this allows usersto easilyadddynamiccontentto their web siteandmaybe a greatbenefitto your usersyou shouldbe awvareof aninherent
weaknessvithin sener-basedactive contentsuchasthatof PHP With PHPenableda knowledgeablausercould uploada PHPscriptto thei-bay and
thencall thatscriptto readary file thatthe Apacheuseridhasaccesgo. For instancejf a userdid nothave accesdo ani-bay calledsal es, but did have
write accesgo ani-bay calledr esear ch wherePHPwasenabledthe usercould uploada PHPscriptinto the research-bay that,whencalledthrougha
webbrowser would openup anddisplayfiles foundin the sales-bay.

As thisis partof PHP’s basicfunctionality andis alsopossiblethroughthe useof the CGl scriptsmentionecearlier we recommendhatyou only enable
dynamiccontentfor thosei-bayswhereeitherwrite accesss restrictedto the administratoior to a groupof usersthatyou trustwill not uploadscripts
thatcould potentiallycompromiseyour security

12.4. Webmaiil

Thewebmailfunctionality of your e-smithseneris providedthroughthel nt er net Messagi ng Program (I MP) opensourcesoftnarepackage
createdby the Horde Project(http://www.horde.og/imp/). It is disabledby defaultandmustbe specificallyenabledy the sener administratobefore
userscanaccesshesener. Onceenabledthe IMP softwareusesPHPscriptsto connecto a MySQL (http://www.mysgl.com/)databasevhich starts
runningonthesener.

Whenthe seneradministratolenablesvebmail,it canbe setto usesecureconnectionvia SecureSoclet Layer (SSL)connectiongcommmonlycalled
"HTTPS"accessr to allow bothstandartHTTP andHTTPSconnectionsBecausaiseraccouninamesandpasswrdswill betransmittedacrosghe
network or Internet,we stronglyrecommendenablingwebmailin only thesecureHTTPSmode.This will ensurethatall communicatiorbetweerthe
clientwebbrowserandthee-smithsenerwill beencryptedduringtransit.

12.5. Web Proxy Server

In additionto the standardApachewebsener, the e-smithsener andgatevay comesautomaticallyconfiguredwith afully functionalproxy andcaching
websener. The specificprogramwe useis calledsqui d (http://www.squid-cache.gy). It runsonthe standargort 3128andcanbe utilized by ary web
browserson theinternalnetwork.
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13. e-smith Console

The e-smithconsoleprogramis oneof the meansy which someoneanadministerthe e-smithsener andgatevay. In the default configurationthe
e-smithconsoleappear®n the monitorof the e-smithsener aftertheinitial rebootduringtheinstallationprocesslt canalsobe activatedby logginginto
thee-smithsener locally or remotelyasthe useradni n. Fromthee-smithconsole a usercanalsousea text-basedrowserto accesshe e-smithweb
managerBetweenthe consoleandwebmanageryou have full accesso the entiree-smithsener andgatevay configuration Note thatyou needto know
theadni n passwerd to accesthe e-smithwebmanagewia a browser

Thek is a physicalsecurityissuewith regardsto the consoleIf the consolés setto automaticallydisplayon the systemanyonewith physicalaccesso
thesenerwill beableto usethe consoleandwebmanagerlf you areunableto guaranteghe physicalsecurityof the monitorandkeyboardof your
e-smithsener, we recommend/ou configureyour systento require a login beforethe consolecanbeviewed.

14. Information Bays

Informationbays,or i-bays,areareasn thesenerin which datacanbe storedandmadeaccessibléhrougha variety of methodsFilesin ani-bay canbe
accesshroughthewebsener, Windows andMacintoshfile sharingandpublic or private FTP accessWhile settingsfor i-bayshave beendiscussedn
previoussectionsthey canbe summarizedasfollows:

« Group ownership - eachi-bay is ownedby a specificgroupaccount

+ Useraccesyia file sharing and ftp - thedefault configurationof ani-bay is to restrictreadandwrite accesgo only memberof theassignedjroup.
Accesscanalsoberestrictedsothatonly the"Admin" groupcanwrite to thei-bay, or openedup sothateveryonecanreador write to thei-bay.

+ Public accessia web or anonymousftp - by default thisis configuredfor No accessHowever, the sener administratorcanallow suchaccesso
eitherthelocal network or thelargerinternet,andcanallow openacces®r requirea passverd.

« Dynamic content- by default, thisis disabled but if enabledwill allow userswith write accesgo thei-bay to uploadCGI or PHPscriptsthatcan
createweb pagesdynamically While a powerful tool, be awareof the securityimplicationsmentionecearlier

You shouldnotethatif apassverd is requiredfor public acceswia web or anorymousftp, the password is the oneassignedo thei-bay andnotto a
usersregularuseraccountAs with useraccountsthei-bay passwerd is not setby default anduserswill notbeableto accesshei-bay until the
administratosetsthe passverd for thei-bay. Until thattime all attemptgo accesshei-bay wherethe passverd is requiredwill berefused.

15. Ongoing Security Updates

The e-smithtechnicalstaf constantlymonitorsindustrysourcef securityinformationto be surethatno emeping issueswill impactour product.
Becauseur productis basednthe RedHat Linux distribution, we pay carefulattentionto noticesoriginatingfrom RedHat's officesor mailing lists.
Eachnoticeis carefully evaluatedto determindf thereis a securityimpacton the e-smithsener andgatevay. Becauseve shipwithoutmary of the
standard_inux servicednstalled,mary securityalertsthatapplyto a genericRedHat Linux installationdo not applyto the e-smithsener andgatevay.
Regardlesseachalertis examinedin detail.

We alsocontinuallymonitor our supportforumsboth on our webbulletin boardsandour devinfo mailing list. Many of the developersandadministrators
usingthoseforumsareamongthefirst to identify ary potentialsecurityissuesThey alsoareoftenconnectedo additionalsecuritymailing lists and
forwardannouncementsndwarningsfrom thosesources.

Finally, eachandevery releaseof our productundegoesconstanintensie scrutiry by our developmenteam.As partof thereleasecycle, we
extensviely testall servicesandpackages.

In the eventthatsecurityholesareidentifiedby our own staf or by otherparties we rapidly male fixesavailablethroughour public FTP siteand
http://wwwe-smith.og/ web siteandthroughautomaticupdateso registeredcustomers.

16. Conclusion

While no systemcanbe 100%securewe have createda productthatprovidesan extremelysecurecomputingervironment.Throughthe eliminationof
non-essentiadervicesthereplacementf otherservicesvith securealternatves,andthe generatighteningof all possiblesecurityparametershe
e-smithsener andgatavay comes'out of thebox" readyto protectyour network andsener. While sophisticate@dministratoreanadjustthe
configurationto meetparticularneedspoththey andotherswill benefitirom the e-smithapproach.



Securityandthe e-smithserverand gatevay

Appendix A. List of Processes

Thefollowing processearerunningon ane-smithsener aftera defaultinstallation.Thelist wasgeneratedy thecommandos f auxw. Notethatthef
option,alsoavailableas- f or est, shavs thechild processesnderneatitheir parentproviding a clearerview of which processearelaunchedrom the
parentprocesses.

USER PID %CPU WEM VSZ RSS TTY STAT START Tl ME COMVAND

r oot 1 1.7 1.1 1344 548 ? S 03:40 0:06 init [7]

r oot 2 0.0 0.0 0 0? SW 03:40 0:00 [kflushd]

r oot 3 0.0 0.0 0 07 SW 03:40 0:00 [kupdat €]

r oot 4 0.0 0.0 0 07 SW  03:40 0: 00 [kpi od]

r oot 5 0.0 0.0 0 07 SW  03:40 0: 00 [ kswapd]

r oot 6 0.0 0.0 0 02 SW  03:40 0: 00 [ ndrecoveryd]

r oot 531 0.0 1.8 2116 888 ? S 03: 42 0: 00 /usr/sbin/slapd

r oot 852 0.0 1.4 1420 656 ? S 03: 42 0: 00 syslogd -mO -a /hone/ dns/dev/| og

r oot 862 0.0 1.8 1680 872 ? S 03:42 0:00 klogd -c 1

r oot 887 0.0 1.2 1388 580 ? S 03:42 0:00 crond

r oot 933 0.0 1.6 2108 784 ? S 03: 42 0: 00 xinetd -reuse -pidfile /var/run/xinetd.pid

Ip 987 0.0 1.1 2392 552 7 S 03:42 0:00 Ipd Wiiting

r oot 1012 0.0 0.5 1552 260 ? S 03: 43 0: 00 /usr/sbin/dhcpd ethO

r oot 1059 0.0 0.7 1312 352 ? S 03: 43 0: 00 supervise /var/lock/gmail qgmail-start ./Mildir/
accust anp qgnai

gmai | s 1062 0.0 0.8 1368 416 ? S 03:43 0:00 \_ qgqmail-send

qmai | | 1091 0.0 0.6 1308 316 ? S 03:43 0:00 \_ accustanp gnai

r oot 1092 0.0 0.7 1324 364 ? S 03: 43 0: 00 \_gmail-lspawn ./Miildir/

qrai |l r 1093 0.0 0.7 1324 364 ? S 03: 43 0: 00 \_ gmail -rspawn

qmai |l q 1094 0.0 0.8 1316 376 ? S 03:43 0:00 \_ gmail-clean

qmai | | 1060 0.0 0.7 1316 372 ? S 03: 43 0: 00 cycl og -s 3500000 /var/| og/ gmai

mai | 1082 0.0 0.7 1444 348 ? S 03: 43 0: 00 sntpfwdd -d /var/spool /snt pd/ spoo

r oot 1193 0.0 8.2 8604 3868 ? S 03:43 0:00 httpd

VWY 1201 0.0 4.7 8604 2236 ? S 03:43 0:00 \_ httpd

VWMV 1202 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd

VWMV 1203 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd

VWY 1204 0.0 4.6 8604 2184 7 S 03:43 0:00 \_ httpd

VWMV 1205 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd

VWMV 1206 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd

VWY 1207 0.0 4.6 8604 2184 7 S 03:43 0:00 \_ httpd

VWY 1213 0.0 7.5 8604 3512 7 S 03:43 0:00 \_ httpd

VWY 1214 0.0 8.4 8604 3972 7 S 03:43 0:00 \_ httpd

VWY 1215 0.0 8.4 8604 3972 72 S 03:43 0:00 \_ httpd

r oot 1370 0.0 3.3 3444 1564 ? S 03: 43 0: 00 /usr/sbin/httpd-admin -f /etc/httpd/adnm n-conf/
httpd. conf -D HAVE_PER

adm n 1376 0.0 3.3 3464 1556 7 S 03: 43 0:00 \_ /usr/sbin/httpd-admin -f /etc/httpd/adm n-conf/
htt pd. conf -D HAVE

r oot 1389 0.0 1.9 1912 932 ? S 03: 43 0: 00 sh /usr/bin/safe_nmysqld -defaults-file=/etc/ny.cnf
nmysql 1434 0.0 3.9 12160 1856 ? S 03: 43 0:00 \_ /usr/libexec/nysqld -defaults-file=/etc/ny.cnf
- basedir=/usr -

nysql 1436 0.0 3.9 12160 1856 ? S 03: 43 0: 00 \_ /usr/libexec/nmysqld -defaults-file=/etc/ny.cnf
- basedir=/us

nmysql 1437 0.0 3.9 12160 1856 ? S 03: 43 0: 00 \_ /usr/libexec/mysqld -defaults-file=
/etc/ny.cnf -basedir

r oot 1440 0.0 2.1 3660 1000 ? S 03:43 0:00 squid -D

squi d 1444 0.2 8.9 6016 4168 ? S 03:43 0:00 \_ (squid) -D

squi d 1472 0.0 0.7 1304 344 7 S 03:43 0:00 \_ (unlinkd)

r oot 1486 0.0 1.2 1416 608 ? S 03:43 0:00 atal kd

r oot 1487 0.0 3.5 4296 1672 ? S 03:43 0:00 snbd -D

r oot 1497 0.0 3.5 3852 1680 ? S 03:43 0:00 nnbd -D

r oot 1500 0.0 2.9 3780 1384 ? S 03:43 0:00 \_ nnbd -D

r oot 1520 0.5 8.9 5332 4176 ttyl S 03: 43 0: 01 perl -wT /shin/e-smth/console ttyl

r oot 1524 0.1 0.0 0 07 z 03: 43 0:00 \_ [rpng <defunct>]

r oot 1525 0.0 0.9 1312 424 ttyl S 03: 43 0:00 \_ /usr/bin/logger -p locall.info -t console

r oot 1526 0.0 1.5 1936 728 ttyl S 03: 43 0:00 \_ /usr/bin/whiptail -clear -backtitle e-smth
server and gateway

r oot 1521 0.1 2.1 2196 1028 tty2 S 03: 43 0: 00 login - root

r oot 1551 0.1 2.6 2160 1224 tty2 S 03:44 0:00 \_ -bash
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r oot 1572 0.0 1.6 2588 756 tty2 R 03: 47 0: 00 \_ ps auxw -forest

r oot 1522 0.0 0.9 1316 444 ttys3 S 03:43 0:00 /sbin/mngetty tty3

dns 1523 0.0 3.6 2792 1716 ? S 03: 43 0: 00 /usr/sbin/naned -f -u dns -g dns -t /homne/dns
r oot 1539 0.0 1.0 1368 488 ? S 03:44  0: 00 papd

r oot 1549 0.0 1.6 1704 776 ? S 03: 44 0: 00 afpd -c 20 -n e-smth-server

Appendix B. List of Loaded Kernel Modules

Theis theminimallist of kernelmoduledoadedaftera defaultinstallation(createcby thel snrod command)Thepcnet 32 moduleis for the network
interfacecardusedin the samplemachine As the samplemachinesvasinstalledin serverand gatavay modethei p_masq_* modulesareloaded.In
serveronly mode thesemodulesarenotloaded Note thatour default policy is to provide asmuchpower andflexibility for usersaspossiblewhile
maintaininghigh security As a consequenceur default gatevay configurationincludesa large setof masqueradingnodulesjncludingpopulargames.
Naturally, this canbe customizedor siteswho wantrestrictedfunctionality

Notethatthislist is highly dependentiponthe exacthardwareconfigurationof your system Additional modulesmay be loadedto supportUSB
controllers tapedrivesandcertaintypesof disk drivesandvideoboards.

Modul e Size Used by

appl et al k-fi xed 20960 12 (autoclean)
i p_masqg_vdol i ve 1376 0 (unused)

i p_masqg_raudi o 3008 0 (unused)

i p_masq_quake 1392 0 (unused)

i p_masgqg_irc 1632 0 (unused)

i p_masq_icq 10144 0 (unused)

i p_masqg_h323 3600 0 (unused)

i p_masq_ftp 4256 0 (unused)

i p_masqg_cuseene 1120 0 (unused)
pcnet 32 10736 2 (autoclean)

Appendix C. Packet Filtering Rules

Thefollowing pacletfiltering rulesareestablishedby thei pchai ns commandor the defaultinstallationin serverand gatevay modefor version4.1.1.
In this example,the IP addresgor theinternal network interfacecardis 192.168.1.-andthe IP addresdor the externalnetwork interfacecardis
192.168.65.17Thislisting wasgeneratedby i pchains -L -n.

Annotationsareprovidedbelow to explain specificblocksof rules.

Thefirst chain,i nput , specifieavhatpacletswill beacceptednto thesener. At thevery beginning,all inboundICMP pacletsareimmediatelyrouted
to aseparatehain,i cnpl n for processingNotethatthe secondine, startingwith "ACCEPT",appliesto theloopbackinterface,l o, andacceptsll
incomingpaclets(which canonly originateon thelocal machine).

Chai n input (policy DENY):

t ar get prot opt source destination ports

i cnpln icnp ---- 0.0.0.0/0 0.0.0.0/0 e

ACCEPT all ---- 0.0.0.0/0 0.0.0.0/0 n/a

denyl og tecp ---- 0.0.0.0/0 0.0.0.0/0 0:19 -> *

denyl og udp ---- 0.0.0.0/0 0.0.0.0/0 0:19 -> *

denyl og tcp ---- 0.0.0.0/0 0.0.0.0/0 > 0:19

denyl og udp ---- 0.0.0.0/0 0.0.0.0/0 > 0:19

DENY all ---- 224.0.0.0/3 0.0.0.0/0 n/ a

DENY all ---- 0.0.0.0/0 224.0.0.0/3 n/ a

ACCEPT all ---- 192.168.1.0/24 0.0.0.0/0 n/a

ACCEPT tcp !y--- 0.0.0.0/0 0.0.0.0/0 Fe>

ACCEPT tcp ---- 0.0.0.0/0 192. 168. 65. 17 e 113

ACCEPT udp ---- 0.0.0.0/0 0.0.0.0/0 67:68 -> *
ACCEPT tecp ---- 0.0.0.0/0 192. 168. 65. 17 *a> 20

ACCEPT tcp ---- 0.0.0.0/0 192. 168. 65. 17 *-> 21

ACCEPT tcp ---- 0.0.0.0/0 192. 168. 65. 17 *-> 80

ACCEPT tecp ---- 0.0.0.0/0 192. 168. 65. 17 o> 443
ACCEPT tcp ---- 0.0.0.0/0 192. 168. 65. 17 *-> 25

ACCEPT tcp ---- 0.0.0.0/0 0.0.0.0/0 - 1023: 65535
ACCEPT udp ---- 0.0.0.0/0 0.0.0.0/0 *a> 1023: 65535

10
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denyl og all ---- 0.0.0.0/0 0.0.0.0/0 n/ a

Thef or war d chainspecifieghatary pacletsfrom theinternalnetwork will be masqueradedndpassednto theout put chainfor processindpefore
beingsentoutto theexternallnternet.

Chain forward (policy DENY):

target prot opt source destination ports
ACCEPT all  ---- 192.168.1.0/ 24 192.168. 1.0/ 24 n/ a
MASQ all  ---- 192.168.1.0/ 24 0.0.0.0/0 n/ a
DENY all ---- 0.0.0.0/0 0.0.0.0/0 n/ a

Theout put chainspecifiesvhich pacletswill beallowedto leave the sener. Noteagainthatoutbound CMP pacletsaresentto the separaté cnmpQut
chainfor processing.

Chai n output (policy ACCEPT):

t ar get prot opt source destination ports

i cnpQut icnp ---- 0.0.0.0/0 0.0.0.0/0 e>

- tecp ---- 0.0.0.0/0 0.0.0.0/0 a> 80
- tcp ---- 0.0.0.0/0 0.0.0.0/0 a> 22
- tecp ---- 0.0.0.0/0 0.0.0.0/0 *a> 23
- tecp ---- 0.0.0.0/0 0.0.0.0/0 o> 21
- tcp ---- 0.0.0.0/0 0.0.0.0/0 *-> 110
- tcp ---- 0.0.0.0/0 0.0.0.0/0 *-> 25
- tecp ---- 0.0.0.0/0 0.0.0.0/0 *a> 20
ACCEPT all ---- 0.0.0.0/0 0.0.0.0/0 n/ a

DENY all  ---- 224.0.0.0/3 0.0.0.0/0 n/ a

DENY all ---- 0.0.0.0/0 224.0.0.0/3 n/a

ACCEPT icmp ---- 192.168.1.0/24 0.0.0.0/0 > *
ACCEPT all ---- 0.0.0.0/0 192.168. 1.0/ 24 n/ a

ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 20 -> *
ACCEPT tcp !'y--- 192.168.65.17 0.0.0.0/0 21 -> *
ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 80 -> *
ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 443 -> %
ACCEPT tcp !'y--- 192.168.65.17 0.0.0.0/0 25 -> *
ACCEPT all ---- 0.0.0.0/0 0.0.0.0/0 n/a

Thedenyl og chainis referencedy several of the otherchainsandjust deniesa paclet while loggingthe paclet denial.This chainis usedsimply to
avoid clutteringup individual ruleswith logging options.

Chain denylog (7 references):
target prot opt source destination ports
DENY all ---1- 0.0.0.0/0 0.0.0.0/0 n/ a

Thisi cnpl n chainspecifiesvhichtypesof ICMP pacletswe will allow into thesystem.

Chain icnpln (1 references):

t ar get prot opt source destination ports
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 8-> =
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 0-> *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 3->
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 4 -> *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 11 -> *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 12 -> *
denyl og all ---- 0.0.0.0/0 0.0.0.0/0 n/ a

Thei cnmpQut chainspecifiesvhich typesof ICMP pacletswe will allow to leave the system.

Chain icnpQut (1 references):

target prot opt source destination ports
ACCEPT icnp ---- 0.0.0.0/0 0.0.0.0/0 8-> =
ACCEPT icnp ---- 0.0.0.0/0 0.0.0.0/0 0-> =
ACCEPT icnp ---- 0.0.0.0/0 0.0.0.0/0 3->
ACCEPT icnp ---- 0.0.0.0/0 0.0.0.0/0 4 -> *
ACCEPT icnp ---- 0.0.0.0/0 0.0.0.0/0 11 -> =
ACCEPT icnp ---- 0.0.0.0/0 0.0.0.0/0 12 -> =
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denyl og all ---- 0.0.0.0/0 0.0.0.0/0 n/ a

Appendix D. List of Open Network Ports

Programsareboundto andlisteningon theseTCP or UDP ports.This outputwasgeneratedy net stat -anp | egrep "LI STEN udp” | grep -V
"~uni x" andthensortedby port numberanddividedinto sectionsThelastcolumnlists the procesghatis boundto the specificport number

Thefollowing processeareboundto theinternalnetwork interfacecardand/orthelocalhost.They arefor DNS (named), NetBIOSnaminga.k.a.WINS
(nmbd) andSMB file sharing(smbd).

tcp 0 0 192.168.1.1:53 0.0.0.0:* LI STEN 1523/ naned
udp 0 0 192.168.1.1:53 0.0.0.0:* 1149/ naned
tcp 0 0 127.0.0.1:53 0.0.0.0:* LI STEN 1523/ naned
udp 0 0 127.0.0.1:53 0.0.0.0:* 1149/ naned
udp 0 0 192.168.1.1:137 0.0.0.0:* 1128/ nmbd
udp 0 0 192.168.1.1:138 0.0.0.0:* 1128/ nmbd
tcp 0 0 127.0.0.1:139 0.0.0.0:* LI STEN 1487/ snmbd
tcp 0 0 192.168.1.1:139 0.0.0.0:* LI STEN 1487/ smbd

Thefollowing processeareboundto the externalinterface.Most of theseprocesseshouldbefamiliar to Linux/UNIX administratorsbut two maynot
be.af pd is the AppleTalk file sharingcomponenbf net at al k. sl apd is the LDAP directorysener thatwe areusing.Notethatexternalconnectiongo
all of theseprocessesxceptfor thetwo with anasteriskin thefirst columnareblocked by the paclet filtering rulesmentionedpreviously. These
processemustbeblockedby thei pchai ns rulesbecausehey do not provide the optionto selectvely bind to specificinterfaces.

udp 0 0 0.0.0.0:67 0.0.0.0:* 615/ dhcpd

* tep 0 0 0.0.0.0:80 0.0.0.0:* LI STEN 1193/ ht t pd
udp 0 0 0.0.0.0: 137 0.0.0.0:* 1128/ nbd
udp 0 0 0.0.0.0:138 0.0.0.0:* 1128/ nbd
tcp 0 0 0.0.0.0: 389 0.0.0.0:* LI STEN 531/ sl apd

* tep 0 0 0.0.0.0: 443 0.0.0.0:* LI STEN 1193/ ht t pd
tcp 0 0 0.0.0.0:515 0.0.0.0:* LI STEN 987/ 1 pd Waiting
tcp 0 0 0.0.0.0:548 0.0.0.0:* LI STEN 1549/ af pd
tcp 0 0 0.0.0.0:980 0.0.0.0:* LI STEN 1370/ ht t pd- admi n
udp 0 0 0.0.0.0:1024 0.0.0.0:* 1149/ naned
tcp 0 0 0.0.0.0:3128 0.0.0.0:* LI STEN 1444/ (squi d)
udp 0 0 0.0.0.0:3130 0.0.0.0:* 1082/ (squi d)
tcp 0 0 0.0.0.0: 3306 0.0.0.0:* LI STEN 1434/ nysql d
udp 0 0 0.0.0.0: 3401 0.0.0.0:* 1082/ (squi d)

In addition,a numberof processedo notrun asseparatelaemonsut insteadarelaunchedy thei net d daemonWith version7.0 of their Linux
distribution, RedHat beganusingxi net d, anewer andmoreflexible implementatiorof thetraditionali net d daemonAs shavn belaw, xi net d is
listeningon ports21 (FTP),25 (SMTP),110(POP3),113(ident)and 143 (IMAP).

tcp 0 0 0.0.0.0:21 0.0.0.0:* LI STEN 933/ xi netd
tcp 0 0 0.0.0.0:25 0.0.0.0:* LI STEN 933/ xi netd
tcp 0 0 0.0.0.0:110 0.0.0.0:* LI STEN 933/ xi netd
tcp 0 0 0.0.0.0:113 0.0.0.0:* LI STEN 933/ xi netd
tcp 0 0 0.0.0.0:143 0.0.0.0:* LI STEN 933/ xi netd

Appendix E. List of Open UNIX Domain Sockets
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TheseportsareUNIX socletsopenfor accesdy programson the e-smithserveronly. This outputwasgeneratedby net stat -anp | grep uni x.
Thefinal columnshavs thesoclet file nameto which the processs bound.

uni x 10 [ ] DGRAM 1230 852/ sysl ogd / dev/ | og

unix 0 [ ACC ] STREAM LI STENI NG 6169 1523/ naned /var/run/ ndc

unix 0 [ ACC ] STREAM LI STENI NG 3516 1434/ nysql d [var/lib/nmysqgl/mysql.sock
unix 1 [ ] DGRAM 1232 852/ sysl ogd / horre/ dns/ dev/ | og

unix O [ ] DGRAM 6233 1521/1 0ogin - root

unix O [ 1] DGRAM 6218 1549/ af pd

unix 0 [ ] DGRAM 6208 1539/ papd



unix 0 [ 1] DGRAM
unix 0 [ 1] DGRAM
unix O [ ] DGRAM
unix O [ ] DGRAM
unix 0 [ 1] DGRAM
unix O [ ] DGRAM
unix O [ ] DGRAM
unix 0 [ 1] DGRAM
unix 0 [ 1] DGRAM

Appendix F. Configuration of tcp_wrapper s

6167
6094
6011
1556
1446
1350
1286
1250
888

1523/ naned
1486/ at al kd
1440/ squi d
1082/ snt pf wdd
1012/ dhcpd
933/ xi netd
887/ crond
862/ kl ogd
531/ sl apd

Securityandthe e-smithserverand gatevay

Theprimaryapplicationlevel accessontrollists areimplementediia amechanisntalledt cp_wr apper s. Thisinvolveshothanexplicit daemort cpd
aswell asa setof librariescalledby someapplicationgsuchassshd). Both thedaemorandthelibrariesfirst check/ et c/ host s. deny to seeif a

connectionis deniedandthencheck/ et ¢/ host s. al | owto seeif the connectioris explicitly allowed.

As you canseefrom thelistingsbelow, our default policy is to dery all connectiongdo the sener exceptfor thoseexplicitly allowedto specificports.

Appendix F.1./etc/hosts.den y

ALL: ALL

Appendix F.2./etc/hosts.allo w

Notethat/ et ¢/ host s. al | owis dynamicallychangedvhene&er a subnetis addedor the IP addres®f the sener or its netmasks changed.

# appl etal k services
afpd : 127.0.0.1, 192.168.1.0/255. 255.255.0
papd : 127.0.0.1, 192.168. 1.0/ 255. 255.255.0

# identification server
in.identd : ALL

# | MAP server
imapd : 127.0.0.1, 192.168.1.0/255.255.255.0

# LDAP servers
slapd : 127.0.0.1, 192.168. 1.0/ 255. 255.255.0

# obtuse-sntpd - al so see sntpd_check_rul es
snmtpd : ALL

# ftp daenon
in proftpd : ALL

# pop3 server
gmai | - popup : 127.0.0.1, 192.168.1.0/255.255.255.0

# sshd access is currently disabl ed
# telnet access is currently disabled

Appendix G. SMB Security

Thefollowing informationis from the/ et ¢/ snb. conf configuratiorfile thatcontrolsSambas operationsNotethatonly therelevantsecurity-related

sectionof thefile have beenincludedhere.

# This option is inmportant for security. It allows you to restrict
network. The

# connections to machi nes which are on your | ocal

13
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# follow ng exanple restricts access to two C class networks and
the "l oopback" interface. For nore exanples of the syntax see
# the snb. conf nan page

H+

hosts allow = 127.0.0.1 192. 168. 1. 0/ 255. 255. 255. 0

# Configure Sanmba to use nultiple interfaces
If you have multiple network interfaces then you nust list them
# here. See the man page for details.

interfaces = 127.0.0.1 192.168. 1. 1/ 255. 255. 255. 0

H+

# Security node. Most people will want user |evel security. See
# security_level.txt for details.
security = user
# Use password server option only with security = server
; password server = <NT-Server - Name>

# Password Level allows natching of _n_ characters of the password for
# all conbinations of upper and | ower case.

; password level =8

; usernanme level =8

# If this parameter is 'yes' for a service, then no password is
# required to connect to the service.
guest ok = yes

# This is a username which will be used for access to services which
# are specified as 'guest ok’.
guest account = public

# | f unknown user logs in, treat as guest. (In older versions of
# Sanba this was a conpile-tinme option.)
map to guest = bad user

# You may wish to use password encryption. Please read
ENCRYPTI ON. t xt, Wn95.txt and WnNT.txt in the Sanba docunentati on.
# Do not enable this option unless you have read those docunents
encrypt passwords = yes
smb passwd file = /etc/snbpasswd

H+

The followi ng are needed to all ow password changi ng from Wndows to
updat e the Linux sytsem password al so.
NOTE: Use these with 'encrypt passwords’ and 'snb passwd file’ above.
NOTE2: You do NOT need these to allow workstations to change only

the encrypted SMB passwords. They allow the Uni x password

to be kept in sync with the SMB password.
;unix password sync = Yes
; passwd program = /usr/bin/passwd %
; passwd chat = *New*UNI X*password* %\ n *ReType* new* UNl X* password* %\ n
*passwd: *al | *aut henti cati on*t okens*updat ed*successful | y*

HoH H H H H

# Uni x users can map to different SMB User nanes
; username map = /etc/snbusers

# This gl obal paranmeter allows the Sanba admin to linit what
# interfaces on a machine will serve snb requests.
bind interfaces only = yes

# Browser Control Options:

set local naster to no if you don't want Sanba to beconme a master

# browser on your network. Otherw se the nornal election rules apply
|l ocal master = yes

H+

# Donmmi n Master specifies Sanba to be the Domain Master Browser. This

# allows Sanba to collate browse |ists between subnets. Don’t use this
14
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# if you already have a Wndows NT domain controller doing this job
domai n naster = yes

# Preferred Master causes Samba to force a |ocal browser election on startup
# and gives it a slightly higher chance of winning the election
preferred master = yes

# Use only if you have an NT server on your network that has been
# configured at install tine to be a prinary domain controller.
domai n controller = <NT-Domai n-Control | er- SVBNanme>

[ homes]
conment = Hone directory
browseabl e = no
guest ok = no
read only = no
witable = yes
printable = no
create node = 0660
force create node = 0660
directory nmode = 0770
force directory node = 0770
path = /home/e-smith/files/users/ %5/ home

[Primary]
comrent = Primary site
path = /home/e-smith/files/primry
read only = no
witable = yes
printable = no
create node = 0640
force create node = 0640
directory node = 0750
force directory node = 0750

[ net ] ogon]
conment = Network Logon Service
path = /home/ netl ogon
guest ok = yes
witable = yes
browseabl e = no
share nodes = no

Appendix H. Apac he Security

Thefollowing linesarethe security-relatedectionsof the Apacheconfigurationfile foundat/ et ¢/ ht t pd/ conf/ htt p. conf . Thefirst block of code
determinesvhatportthesenerwill runon,wheretheroot of thefiles areandwhatuserandgroupthe senerwill runas.

Port 80

Server Adm n adm n@ of u- dog. com
Server Root /etc/httpd

User www

G oup www

Thenext relevantblock lists all the modulesthatareloadedinto the Apachewebsener. Apacheprovidesa modularstructurethatallows additional
functionalityto be beloadedinto the programthroughcompiledmodulesIn keepingwith UNIX/Linux conventionsthe# characteindicatesthata
givenline is "commentedut" andthatmoduleis thereforenotloaded.

# Dynam c Shared bject (DSO Support

#

#LoadMbdul e mmap_st ati c_nodul e nodul es/ nod_mrap_static. so
LoadModul e php4_nodul e /usr/1ib/apache/l i bphp4.so

15
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LoadMbdul e env_nodul e
LoadModul e config_l og_nodul e
LoadMbdul e agent _| og_nodul e
LoadMbdul e referer_| og_nodul e
#LoadMbdul e m me_mmagi c_nodul e

nodul es/ nod_env. so

nodul es/ mod_| og_confi g. so
nmodul es/ nod_| og_agent . so
nmodul es/ nod_| og_referer. so
nmodul es/ mod_m ne_magi c. SO

LoadMbdul e mi ne_nodul e
LoadModul e
LoadMbdul e
LoadMbdul e
LoadModul e
LoadModul e
LoadMbdul e
LoadModul e
LoadModul e

stat us_nodul e

i nf o_nmodul e

i ncl udes_nodul e
aut oi ndex_nodul e
dir _nmodul e

cgi _nmodul e

asi s_nodul e
LoadModul e i map_nodul e
LoadMbdul e acti on_nodul e
#LoadMbdul e spel i ng_nodul e
LoadModul e userdir_nodul e
LoadModul e proxy_nodul e
LoadMbdul e al i as_nodul e
LoadMbdul e rewite_nodul e
LoadMbdul e access_nodul e
LoadModul e aut h_nodul e
LoadMbdul e anon_aut h_nodul e
#LoadMbdul e dbm aut h_nodul e
LoadModul e db_aut h_nodul e
LoadMbdul e di gest _nodul e

#LoadMbdul e cern_neta_nodul e

LoadModul e expires_nodul e
LoadMbdul e headers_nodul e
LoadMbdul e usertrack_nodul e
#LoadMbdul e exanpl e_nodul e

#LoadMbdul e uni que_i d_nodul e

LoadMbdul e setenvif_nodul e

# Extra Modul es

#LoadModul e php_nodul e
#LoadModul e php3_nodul e
#LoadMbdul e perl _nodul e

negoti ati on_nodul e

nmodul es/ nod_mi ne. so

nmodul es/ nod_negotiation. so

nodul es/ nod_st at us. so

nodul es/ nod_i nf 0. so

nmodul es/ nod_i ncl ude. so

nmodul es/ nod_aut oi ndex. so

nmodul es/ nod_dir. so

nmodul es/ nod_cgi . so

nmodul es/ nod_asi s. so

nodul es/ nod_i nap. so

nmodul es/ nod_acti ons. so
nmodul es/ nod_spel i ng. so

nodul es/ nod_userdir. so

nodul es/ | i bpr oxy. so

nmodul es/ nod_al i as. so
nmodul es/ nod_rewrite. so
nodul es/ nod_access. so
nodul es/ nod_aut h. so

nmodul es/ nod_aut h_anon. so
nodul es/ nod_aut h_dbm so
nmodul es/ nod_aut h_db. so
nmodul es/ nod_di gest. so
nmodul es/ nod_cer n_neta. so
nodul es/ mod_expi res. so
nodul es/ nod_headers. so
nmodul es/ nod_usertrack. so
nmodul es/ nod_exanpl e. so
nmodul es/ nod_uni que_id. so
nmodul es/ nod_set envi f. so

nmodul es/ nod_php. so
nmodul es/ | i bphp3. so
nmodul es/ | i bperl . so

LoadModul e external _aut h_nodul e nodul es/ nod_aut h_ext ernal . so

LoadMbdul e ssl _nodul e /usr/liblapache/libssl.so

# Reconstruction of the conplete nodule list fromall avail abl e nodul es
# (static and shared ones) to achieve correct nodul e execution order.

# [VWHENEVER YOU CHANGE THE LOADMODULE SECTI ON ABOVE UPDATE THI S, TOQ

Cl ear Mbdul eLi st

AddModul e nod_php4. ¢

#AddModul e nod_mmap_static.c
AddModul e nod_env. ¢
AddModul e nod_l og_config.c
AddModul e nod_| og_agent . c
AddModul e nod_l og_referer.c
#AddModul e mod_m me_nagic. ¢
AddModul e nod_mi ne. ¢
AddModul e npd_negoti ation.c
AddModul e nod_status.c
AddModul e nod_i nfo. c
AddModul e nod_i ncl ude. c
AddModul e npd_aut oi ndex. ¢
AddModul e nod_dir.c
AddModul e nod_cgi . ¢
AddModul e nod_asi s. ¢
AddModul e nod_i map. ¢

AddModul e npod_actions. c
16



#AddModul e nmod_spel i ng. c
AddModul e nod_userdir.c
AddModul e nod_proxy. c
AddModul e nod_al i as. c
AddModul e nod_rewrite.c
AddModul e npd_access. ¢
AddModul e nod_aut h. ¢
AddModul e nod_aut h_anon. ¢
#AddModul e nod_auth_dbm ¢
AddModul e nod_aut h_db. c

AddModul e npd_aut h_ext er nal

AddModul e nod_di gest. c
#AddModul e npbd_cern_neta.c
AddModul e nod_expires.c
AddModul e nod_headers. c
AddModul e nod_usertrack. c
#AddModul e nmod_exanpl e. ¢
#AddModul e nmod_uni que_id. c
AddModul e nod_so. ¢
AddModul e npd_setenvif.c

# Extra Modul es

#AddModul e nmod_php. ¢
#AddModul e nod_php3.c
#AddModul e nmod_perl . c

AddModul e nod_ssl . ¢

c

AddExt er nal Auth pwaut h /usr/1i b/ apache/ pwaut h
Set Ext er nal Aut hMet hod pwaut h pi pe

Thenext block of codeconfiguresSecureSoclet Layer supportwithin Apache.

BRHHHBHHHA B HH AR R H R AR R R R

## SSL d obal Context Configuration

##t

## Al SSL configuration in this context applies both to

## the main server and al

SSL-enabl ed virtua

## (unl ess overridden by virtual hosts)

#it
<I| fModul e nod_ssl . c>
## SSL Support

## \When we al so provide SSL we have to listen to the

## standard HTTPS port - 443

#t
Li sten 443
Li sten 80

SSLENngi ne of f

SSLPassPhraseDi al og builtin

SSLSessi onCache dbm | ogs/ ssl _scache

SSLSessi onCacheTi neout 300

SSLMutex file:logs/ssl_mutex

SSLRandonteed startup fil e:/dev/urandom 512
SSLRandonBSeed connect builtin

SSLLog | ogs/ ssl _engi ne_

SSLLogLevel info

| og

hosts

Securityandthe e-smithserverand gatevay
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SSLProtocol all
</ | f Modul e>

Next, the configuratiorfile specifieshow mary clientscanconnectat arny onetime, wherethe documentsarestoredandothercontent-related
configurationparameters.

MaxCl i ents 150

MaxRequest sPer Child 100

#Pr oxyRequests On

Server Nanme www. t of u- dog. com

M nSpar eServers 8

MaxSpar eServers 20

Ti meout 300

Directoryl ndex index. ht mindex. htm index.shtm index.cgi index.php index.php3
Docunent Root /hone/e-smth/files/primry/htmn
Fancyl ndexi ng on

# UserDir public_htm

AccessFi | eName . htaccess

Def aul t Type text/plain

TypesConfig /etc/ m ne.types

Redi rect /e-smth-manager http://192.168. 1. 1: 980
Redi rect /e-smith-password http://192.168. 1. 1: 980/ e- smi t h- passwor d

# To use CE scripts:
AddHandl er cgi-script .cgi

AddHandl er server-parsed .shtmnl

Next arelistedthe aliasesfor the primarywebsiteandary virtual domains Theseallow the settingsabove to be overridenfor eachof theindividual
virtual domainsNotethatthis informationis generatec@utomaticallyby e-smithmanagemergoftware.

NareVi rt ual Host 127.0.0. 1: 80
<Virtual Host 127.0.0.1: 80>

Ser ver Name www. t of u- dog. com
Server Ali as tofu-dog. com

# primary content

Docunent Root /horre/ e-smith/files/primry/htm
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /home/e-snmith/files/primary/files
Alias /common /etc/e-snith/web/ comon

# alias for Apache icons
Alias /icons/ /var/ww/ icons/
</ Virtual Host >
NameVi rt ual Host 192. 168. 1. 1: 80
<Virtual Host 192.168.1.1: 80>

Ser ver Name www. t of u- dog. com
Server Ali as tofu-dog. com

# primary content

Docunent Root /hore/ e-smith/files/primry/htm
ScriptAlias /cgi-bin /home/e-smith/files/primry/cgi-bin
Alias /files /hone/e-smth/files/primary/files
Alias /common /etc/e-snith/web/ comron
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# alias for Apache icons
Alias /icons/ [var/ww/ icons/
</ Vi rtual Host >
NameVi rt ual Host 192. 168. 65. 17: 80
<Virtual Host 192.168. 65.17: 80>

Ser ver Name www. t of u- dog. com
Server Ali as tofu-dog. com

# primary content

Docunent Root /hore/ e-smith/files/primry/htm
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /hone/e-smth/files/primary/files
Alias / comon /etc/e-smth/web/ common

# alias for Apache icons
Alias /icons/ [var/ww icons/

</ Vi rtual Host >

Now thealiasesareagaindefined but this time for SSL (port 443) connectionwvith additionalSSL-relatednformation.

NaneVi rt ual Host 127.0.0. 1: 443
<Virtual Host 127.0.0.1: 443>

Server Nane secure.tof u-dog. com
Server Al i as tof u-dog. com ww. t of u- dog. com

# primary content

Docunent Root /hone/ e-smth/files/primary/htm
ScriptAlias /cgi-bin /home/e-smith/files/primry/cgi-bin
Alias /files /home/ e-snmith/files/primary/files

# alias for Apache icons

Alias /icons/ /var/ww/ icons/

# SSL Directives

SSLEngi ne on

SSLCertificateFile /home/e-smth/ssl.crt/secure.tofu-dog.comecrt

SSLCertificateKeyFile /home/e-snith/ssl.key/secure.tofu-dog.com key

Set Envlf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown downgrade-1.0 force-response-1.0
</ Virtual Host >
NameVi rt ual Host 192. 168. 1. 1: 443

<Virtual Host 192.168.1.1: 443>

Server Name secure. t of u-dog. com
Server Ali as tofu-dog. com ww. t of u- dog. com

# primary content
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Docunent Root /hone/e-smth/files/primry/htm
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /hore/ e-snmith/files/primary/files

# alias for Apache icons

Alias /icons/ /var/ww/ icons/

# SSL Directives

SSLEngi ne on

SSLCertificateFile /home/e-smth/ssl.crt/secure.tofu-dog.comecrt

SSLCertificateKeyFile /home/e-snith/ssl.key/secure.tofu-dog.com key

Set Envlf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown downgrade-1.0 force-response-1.0
</ Vi rtual Host >
NameVi rt ual Host 192. 168. 65. 17: 443

<Virtual Host 192.168. 65.17: 443>

Server Name secure. t of u-dog. com
Server Al i as tof u-dog. com www. t of u- dog. com

# primary content

Docunent Root /hore/ e-smith/files/primry/htm
ScriptAlias /cgi-bin /home/e-smith/files/primry/cgi-bin
Alias /files /hone/e-smth/files/primary/files

# alias for Apache icons
Alias /icons/ /var/ww icons/
# SSL Directives

SSLEngi ne on

SSLCertificateFile /hone/e-smth/ssl.crt/secure.tofu-dog.comecrt

SSLCertificateKeyF | e /home/e-smith/ssl. key/secure.tof u-dog. com key

Set Envlf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown downgrade-1.0 force-response-1.0

</ Vi rtual Host >

Thefinal security-relatedgectionof the Apacheconfigurationdealswith configuringthe securityof the variousdirectorieswvhosecontentwill besened
by the Apachewebsener. Onceinformationbaysareaddedo the systemthey will eachhave entrieslistedhere.

# First, we configure the "default” to be a very restrictive set of
# perm ssions.

<Directory />
Opti ons None
Al'l owOverri de None
order deny, al | ow
deny fromall
al | ow from none

</ Directory>

# horde not configured as it is disabled in the config db

# Note that fromthis point forward you nust specifically allow

# particular features to be enabled - so if something’s not working as
# you m ght expect, make sure that you have specifically enabled it

# bel ow.
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<Directory /etc/e-smth/web/comon>
Al l owOverri de None
order deny, al |l ow
deny fromall
allow fromall
</ Directory>

<Directory /home/e-smth/files/primary/htm >
Options I ndexes Includes
Al'l owOverri de None
order deny, al | ow
deny fromall
allow from al |
</ Directory>

<Directory /home/e-smth/fil es/ manager/htm >
Options Indexes Includes ExecCd
Al'l owOverri de None
order deny, al | ow
deny fromall
allow fromall
</ Directory>

<Directory /var/ww i cons>
Options I ndexes Includes
Al'l owOverri de None
order deny, al |l ow
deny fromall
allow fromall

</ Directory>

<Directory /honme/e-smth/files/primary/cgi-bin>
Options ExecCd
Al l owOverri de None
order deny, al | ow
deny fromall
allow from al |
</ Directory>

<Directory /home/e-smth/fil es/ manager/cgi-bin>
Options ExecCd
Al'l owOverri de None
order deny, al | ow
deny fromall
all ow fromall
</ Directory>

<Directory /home/e-smth/files/primary/files>
Al'l owOverri de None
ForceType application/octet-stream
order deny, al |l ow
deny fromall
allow fromall
</Directory>

Securityandthe e-smithserverand gatevay
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Appendix I. Rules For Mail Relaying

Theruleslistedbelav arefrom/ var / spool / snt pd/ et ¢/ snt pd_check_r ul es. They areusedby thesnt pd programto determinewhethemail
shouldbeacceptedor delivery basedon thesenders IP addresaswell asthe enveloperecipientaddressThis exampleusesour sampledomain

t of u- dog. comandblocksall relayingof e-mailexceptfrom userson theinternalnetwork. Notethatit alsoblocksarnyonefrom the Internetfrom being
ableto sendto everyone @tofu-dpcomor shaed @tofu-dg.com

# Don't allow bang paths via us
noto: ALL: ALL: *! *@:551 Sorry %1 (%), |
mail from% to %.

don’t all ow unauthorized relaying. You can’t use ne to send

# Don't allow two @ (equivalent to %ack) via us
noto: ALL: ALL: *@ @ :551 Sorry %H (%), | don't allow unauthorized rel aying.
mail from% to 9.

You can’'t use ne to send

# Don't allow %ack relay via us
noto: ALL: ALL: *9% @ :551 Sorry % (%), |
mail from% to 9.

don’t all ow unauthorized relaying. You can’t use ne to send

# Allow relaying fromthe | ocal network
al | ow 127. 0. 0. 1: ALL: ALL

al | ow. 192. 168. 1. 0/ 24: ALL: ALL

# Prohibit access to these addresses fromthe outside world

not o: ALL: ALL: everyone@ . t of u- dog. com everyone@ of u- dog. com 551 Sorry % (%),
mai |l to % from outside our |ocal network.

not o: ALL: ALL: shared@ . t of u- dog. com shar ed@ of u- dog. com 551 Sorry % (%),
mail to 9% from outside our |ocal network.

you cannot send
you cannot send

# Al ow any of our donmins

al | ow: ALL: ALL: *. t of u- dog. com *@ of u- dog. com

# Just say no to anything else, we won’t relay for people we don't know.

noto: ALL: ALL: ALL: 551 Sorry %4(% ), | don't allow unauthorized relaying. Please use another SMIP host
to mail from% to %

Appendix J. List of setuid Files and Directories

Thefollowing files have theset ui d bit setwhich, in all but onecase meanghatthesecommandsreexecutedasif by ther oot user Notethatthe
e-smithset ui d programscanonly be executedby theroot useror memberf theadni n group.Thislist wasgeneratedy thecommand i nd /
-path /proc -prune -o perm +4000 -exec |s -1d {} \; whichlistsall set ui d files exceptfor thosefoundin thevirtual / pr oc filesystem.

-rWs- X- X 1 gmailq gmai | 12680 Feb 8 21:13 /var/qgmail/bin/qgnuil-queue

- T WST - X- - 1 root adm n 32632 Feb 15 15: 04 /etc/e-smith/web/functions/backup

- WS - X- - 1 root adm n 20997 Jan 15 17:11 /etc/e-smth/web/functions/groups

- TWST - X- - 1 root adm n 32761 Jan 25 19:04 /etc/e-smith/web/functions/ibays

- TWST - X- - 1 root adm n 13868 Jan 15 17:11 /etc/e-smth/web/functions/local networks
- T WS - X- - 1 root adm n 7899 Jan 15 17:11 /etc/e-smith/web/functions/navigation

- TWST - X- - 1 root adm n 7497 Jan 15 17:11 /etc/e-smth/web/functions/nofranes

- TWST - X- - 1 root adm n 2684 Jan 15 17:11 /etc/e-smth/web/functions/online-mnual
- WS - X- - 1 root adm n 6354 Jan 15 17:11 /etc/e-smith/web/functions/password

- T WST - X- - 1 root adm n 965 Aug 21 2000 /etc/e-smith/web/functions/pleasewait

- T WS - X- - 1 root adm n 4679 Jan 15 17:11 /etc/e-smth/web/functions/reboot

- FWST - X- - 1 root adm n 13232 Feb 15 17:40 /etc/e-smth/web/functions/renoteaccess

- TWST - X- - 1 root adm n 9011 Feb 15 17:40 /etc/e-smth/web/functions/review

- TWST - X- - 1 root adm n 9640 Jan 15 17:11 /etc/e-smth/web/functions/starterwebsite
- TWST - X- - 1 root adm n 24131 Feb 15 17:40 /etc/e-smith/web/functions/support

- FWST - X- - 1 root adm n 43540 Feb 15 17:40 /etc/e-smth/web/functions/useraccounts

- FWST - X- - 1 root adm n 16924 Feb 15 17:40 /etc/e-smth/web/functions/virtual domai ns
- TWST - X- - 1 root adm n 7437 Jan 25 19:04 /etc/e-smth/web/functions/workgroup

- FWST - X- - 1 root adm n 12550 Feb 12 19:59 /etc/e-smth/web/functions/emailretrieval
- FWST - X- - 1 root adm n 10700 Feb 12 19:59 /etc/e-smth/web/functions/otheremail

- TWST - X- - 1 root adm n 17763 Feb 12 19:59 /etc/e-sm th/web/functions/pseudonyns
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-TWSTK - X- - 1 root admi n 18858 Jan 25 17:04 /etc/e-smth/web/functions/hostentries
- TWST - X- - 1 root adm n 9925 Jan 25 16:50 /etc/e-smth/web/functions/directory

- T WS - X- - 1 root adm n 12421 Jan 25 17:36 /etc/e-snmith/web/functions/printers

- T WS - X- - 1 root adm n 17501 Feb 12 14:11 /etc/e-snith/web/functions/datetine

- TWST - X- - 1 root adm n 5778 Feb 8 19:49 /etc/e-smth/web/functions/qgmail anal og
- T WS - X- - 1 root adm n 4921 Jan 25 16:40 /etc/e-snmith/web/functions/reinstal
-r-sr-s-- 1 root adm n 5914 Jan 15 17:11 /etc/e-sm th/web/ panel s/ password/ cgi - bi n/ user passwor d
- FWST - X - X 1 root r oot 14184 Jul 12 2000 /bin/su

-TWST - XTI -X 1 root r oot 22108 Cct 10 16: 18 /bin/ping

- FWST - XTI - X 1 root root 55420 Cct 4 2000 /bin/ mount

- FWST - XTI - X 1 root root 25404 Cct 4 2000 /bi n/ unmount

-r-Sr-xr-x 1 root r oot 14784 Nov 30 13: 16 /sbi n/ pwdb_chkpwd

-r-Sr-xr-x 1 root root 15360 Nov 30 13:16 /sbin/unix_chkpwd

-r-sr-sr- 1 root r oot 102973 Feb 15 17:40 /sbin/e-snith/consol e

- TWST - XTI -X 1 root r oot 34220 Aug 8 2000 /usr/bin/chage

-TWST - XTI -X 1 root r oot 36344 Aug 8 2000 /usr/bin/gpasswd

- TWST - XTI - X 1 root root 35964 Aug 23 2000 /usr/bin/at

-TWST - XTI -X 1 root r oot 21248 Aug 24 2000 /usr/bin/crontab

-rWs- X- X 2 root r oot 793603 Aug 7 2000 /usr/bin/suidperl

- T WS- X- X 2 root r oot 793603 Aug 7 2000 /usr/bin/sperl5.6.0

- FWST - XTI - X 1 root root 176932 Nov 21 17:53 /usr/bin/ssh

-r-s-x-x 1 root r oot 13536 Jul 12 2000 /usr/bin/passwd

-TWSr-sr-x 1 root mai | 63772 Aug 11 2000 /usr/bin/ procnai

- TWS- X- X 1 root r oot 13184 Aug 30 2000 /usr/bin/chfn

-rWs- X- X 1 root r oot 12640 Aug 30 2000 /usr/bin/chsh

-rWs- X- X 1 root r oot 5464 Aug 30 2000 /usr/bin/newgrp

-r-Sr-x-- 1 root W 4656 Feb 8 20:53 /usr/lib/apache/ pwaut h

- FWST - XTI - X 1 root root 6316 Feb 8 21:32 /usr/sbin/usernetct

- FWST - XT - X 1 root r oot 16992 Jul 19 2000 /usr/sbin/traceroute

Appendix K. List of setgid Files

Thefollowing files have theset gi d bit setwhich meanghatthesecommandsreexecutedby a userwith the specificgrouppermissionsatherthanthe
users normalgroupsettings Note thatsomeof thesefiles will alsobefoundearlierin AppendixJ. Thislist wasgeneratedy thecommand i nd /
-path /proc -prune -o perm +2000 -exec |s -1d {} \; whichlistsall set gi d files exceptfor thosefoundin thevirtual / pr oc filesystem.
Thelisting wasfurtherpipedthroughgrep -v "~d" to remove extraneoudlirectoryentries.

-r-sr-s-- 1 root adm n 5914 Jan 15 17:11 /etc/e-sm th/web/ panel s/ password/ cgi - bi n/ user password
- T WXT - ST -X 1 root root 4144 Feb 8 21:32 /sbin/netreport
-r-sr-sr- 1 root r oot 102973 Feb 15 17:40 /sbin/e-snith/consol e
- TWXT - STr-X 1 root man 35260 Aug 23 2000 /usr/bin/nman

- T WXT - ST-X 1 root uucp 171452 Aug 24 2000 /usr/bin/ m ni com

- T WXT - ST -X 1 root mai | 10932 Aug 11 2000 /usr/bin/lockfile

- T WST-Sr-X 1 root mai | 63772 Aug 11 2000 /usr/bin/procnai

- FWXT - ST - X 1 root sl ocate 19932 Dec 18 12:15 /usr/bin/slocate
-r-Xr-sr-x 1 root tty 6524 Aug 8 2000 /usr/bin/wal

- T WXT - ST -X 1 root tty 8500 Aug 30 2000 /usr/bin/wite

- TWXT - STr-X 1 root ut np 6584 Jul 13 2000 /usr/shin/utenpter

Appendix L. Sample ssh Server Configuration File

Althoughnotenabledvy default, mary usersenablethesshd daemorto provide login capabilitieshroughssh programsThe examplebelonv shavs
/ et ¢/ ssh/ sshd_config in themostsecurecombinationof Private (internalnetwork only) accesswith nor oot login allowedandrequiringRSA
authenticationThe systemis configuredwith the default IP addres®f 192.168.1.1.

Port 22
Li stenAddress 192.168.1.1
Host Key /etc/ssh/ssh_host_key
KeyRegenerati onl nterval 3600
Logi nG aceTi me 600
ServerKeyBits 768
23
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| gnor eRhost s yes
Passwor dAut henti cati on no
Per mi t Enpt yPasswor ds no
Per mi t Root Logi n no

RSAAut henti cation yes
Rhost sAut henti cati on no
Rhost sRSAAut henti cati on no
Strict Modes yes
X11Di spl ayOf f set 10
X11Forwar di ng no
CheckMai |l no

KeepAlive yes

Print Motd yes

Sysl ogFacility AUTH

Appendix M. Listing of Software Packages
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Thefollowing listing is a sortedlist of all RPM softwarepackagesnstalledin ane-smithsener andgatevay for version4.1.1.This list wasgeneratedby

thecommand pm -qga | sort -f.

anacron-2. 3-9
apache-1.3.14-3
apnd- 3. Of i nal - 18

appl et al k-fi xed-0.1-6
ash-0. 2-26
at-3.1.8-12

aut hconfi g-4.0. 16-4
aut opasswor d- 2. 0- 3
basesystem 7. 0- 2
bash-2. 04-11

bc- 1. 05a- 13

bdf | ush-1. 5-14

bi nd-8.2.3-1

bi nd-utils-8.2.3-1

bi nutils-2.10.0.18-1
buffer-1.19-5

bzi p2-1.0.1-3
checkpassword-0. 76-1
chkconfig-1.2.16-1
consol e-t ool s-19990829- 25
cpio-2.4.2-20
cracklib-2.7-8
cracklib-dicts-2.7-8
crontabs-1.8-1
daenont ool s-0.53-1
dbl-1.85-4
db2-2.4.14-4
db3-3.1.14-6
dev-3.0.6-5
dhcp- 2. 0-12
dhcpcd- 1. 3. 18pl 8-6

di al d-0.99. 4-2
diffutils-2.7-21

dot - forwar d- 0. 71- 02
dunp- 0. 4b19- 5es

e2f sprogs-1. 18- 16
ed-0.2-19
eject-2.0.2-6
e-smth-4.2.0-02

e-sm t h- backup- 1. 2. 0- 09
e-sm th-base-4.2.0-29
e-sm t h-boot-i mage-1. 2. 0- 03
e-snith-devtool s-1.2.0-03

findutils-4.1.5-4

f | exbackup- 0. 9. 8- 06es
freetype-1.3.1-7
ftp-0.17-6
gawk-3.0.6-1
gd-1.8.3-4
gdbm 1.8.0
getty_ps-2
glib-1.2.8
glibc-2.2-9
gnp-3.0.1-5
gnupg- 1. 0. 4-
gpm 1. 19. 3-4
grep-2.4.2-4
groff-1.16-7
gzip-1.3-6
hdparm 3. 9-6
horde- 1. 2. 4- 3es

hor de- nmysql - 1. 2. 4-3es
imap-4.7-1nmdir4

i mp-2. 2. 4-4es

i ndexhtm -7.0-2

i nfo-4.0-15
initscripts-5.49-07es
i pchains-1.3.9-17

i pmasgadm 0. 4. 2-4

i p_masq_h323-1. Obeta-5
i p_masq_i cg-0.56-6
iproute-2.2.4-7
iptables-1.1.1-2

i putils-20001010-1

i sapnpt ool s-1. 22-2

i spell-3.1.20-26es
kbdconfig-1.9.7-3
kernel -2.2.16-22
kernel -utils-2.2.16-22
krb5-1ibs-1.2.1-8
kudzu- 0. 72- 4es

| ess-358-7

I'i bj peg- 6b-13
l'ibpng-1.0.8-1

I'i bsmbpw 1. 1-3

I'i bstdc++- 2. 96-69

-5
.0.7j-12
-4

9

openssh-2. 3. 0pl-4
openssh-clients-2.3.0pl-4
openssh-server-2.3.0pl-4
openssl -0. 9. 5a- 14
pam 0. 72- 37
passwd- 0. 64. 1-4
patch-2.5.4-4
pciutils-2.1.8-8
perl-5.6.0-9

perl - Text - Tenpl at e-1. 20- 2
php-4.0.3pl 1-1
php-imap-4.0.3pl 1-1
php-1dap-4.0.3pl 1-1
php-nysql -4.0. 3pl 1-1

pi dent d- 2. 8. 5- 3+nmasq

pi ne-4.30-2

popt-1.6-4

ppp-2.4.0-7
pptpd-1.1.2-2

procnail -3.14-5
procps-2.0.7-3

prof t pd- 1. 2. Orc3- 2es
psmi sc-19-4
punp-0. 8. 3-2

pwdb-0. 61. 1-1

pyt hon-1.5. 2-27
gmai | -1. 03-06

gnai | anal og- 0. 70- 2

gmai | -initscripts-1.03.1-3
quot a- 2. 00pre3-7

rai dt ool s-0. 90- 13
readline-4.1-5
redhat -1 ogos-1.1.2-3
rnt-0.4b19-4
rootfiles-7.0-4

rpm4. 0-4
rpmbuild-4.0-4

rp- pppoe-2.5-1
rsync-2.4.4-1
sanba- 2. 0. 7- 21ss
samba-client-2.0.7-21ss
samba- conmon- 2. 0. 7-21ss
sash-3.4-8



e-sm t h-dynam cdns-dyndns- 1. 2. 0- 02
e-sm t h-dynam cdns-dyndns. org- 1. 2. 0- 02
e-sm t h-dynam cdns-tzo- 1. 2. 0- 02
e-sm t h-dynam cdns-yi - 1. 2. 0-02
e-smth-email-4.4.0-15

e-sm th-fl exbackup-1.2.0-05
e-sm th-horde-1.2.0-08
e-smth-hosts-1.2.0-04
e-smth-inp-1.2.0-05
e-smth-ipmasqg-1.2.0-02

e-sm th-1dap-4.2.0-03
e-smth-1ib-1.4.0-04
e-smth-1ilo-1.2.0-03

e-sm t h- LPRng- 1. 2. 0- 07
e-smth-nod_ssl-1.6.0-03
e-smth-nysql-1.2.0-05

e-sm t h-naned- 1. 4. 0- 08
e-smith-netatal k-1.2.0-04

e-sm t h-netl ogon-1.2.0-03
e-smth-ntp-1.2.0-12

e-snit h-obt use-snt pd- 1. 2. 0-02
e-sm t h-openssh- 1. 2. 0- 02

e-sm th-packetfilter-1.2.0-02
e-sm t h-php-1. 2. 0-03

e-sm t h- ppt pd- 1. 2. 0- 03

e-sm th-proftpd-1.2 0-06

e-sm th-proxy-4.2.0-02

e-sm th-qgmai |l anal og-1. 4. 0- 03
e-sm th-register-server-1.2.0-02
e-smth-reinstall-fl oppy-1.2.0-03
e-smth-release-4.1.1-1

e-sm t h-rp-pppoe-1.2. 0-05
e-smith-telnet-1.2.0-03

e-sm th-wu-imap-1. 2. 0-02
fastforward-0.51-03
fetchmail-5.5.0-3

file-3.30-7

filesystem2.0.7-1
fileutils-4.0x-3

I'i bt erncap-2.0.8-25
l'ilo-21.4.4-10

|l ogrotate-3.5.2-1

| oset up-2.10m 5
LPRng- 3. 6.24-2

| ynx- 2. 8. 4- 4es

mai | cap-2.0.9-2

mai | x-8.1.1-20
MAKEDEV- 3. 0. 6-5
man- 1. 5h1-10

nc-4.5.51-18

m ngetty-0.9.4-13

m nicom 1. 83.1-4
mkboot di sk-1. 2. 8-2
nkinitrd-2.6-1

mkt emp- 1. 5-5

mod_aut h_external -2.1.2-6
nmod_perl -1.24-6
nmod_php-4.0.3pl 1-1
mod_ssl-2.7.1-3
modutils-2.3.21-1
nmount - 2. 10m 6
ntools-3.9.7-3

nt -st-0.5b-10
mutt-1.2.5i-3

nysql -3.23.32-1.7

mysql client9-3.23.22-3
mysql -server-3.23.32-1.7
nconpress-4. 2. 4-20
ncurses-5. 2-2

net at al k- 1. 4b2+asun2. 1. 3- 6es
net-tool s-1.56-2

newt - 0. 50. 17- 3es
ntp-4.0.99j-7
ntsysv-1.2.16-1

obt use-snt pd- 2. 0- 23

openl dap-1. 2. 11- 15

openl dap-clients-1.2.11-15
openl dap-servers-1.2.11-15
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sed- 3. 02-8
setserial-2.17-2
setup-2.3.4-1
shadow uti | s-19990827- 18
shapecfg-2.2.12-5
sharutils-4.2.1-7
sh-utils-2.0-11
slang-1.4.1-5
slocate-2.4-1

squi d- 2. 3. STABLE4- 1
sshell-2.0-3
stat-2.2-1

st unnel - 3. 10- 2

syskl ogd- 1. 3. 33- 8es3
SysVinit-2.78-10
taper-6.9b-3
tar-1.13.17-8

tcp_w appers-7.6-15
tcsh-6.10-1
telnet-0.17-7

tel net-server-0.17-7
terncap-11.0.1-3
textutils-2.0e-8
tinme-1.7-12

tnpwat ch-2.6.2-1.7
traceroute-1. 4a5-23
utenpter-0.5.2-4
util-1inux-2.10m 12
vi m common-5. 7-6
vimmniml-5.7-6

vi xi e-cron-3.0.1-56
wget-1.5.3-10

whi ch-2.11-4

whoi s-1.0. 3-2

wor ds- 2- 16
xinetd-2.1.8.9prell-1
zlib-1.1.3-12

Thee-smithlogo andtheterms"e-smith"and"i-bay" aretrademark®r registeredrademark®f e-smith,inc. in the United StatesandothercountriesLinux is a
registeredtrademarlof Linus Torvalds.Theterms"ssh"and"SecureShell" aretrademark®f SSHCommunicationSecurityCorp.All othertrademarksrethe

propertyof their respectie holders.
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