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1. Intr oduction
Thiswhite paperdiscussessecurityasit relatesto thee-smithserver andgateway version4.1.x. It is aimedat systemadministratorsandthosewith an
interestin thetechnicalaspectsof systemandnetwork security.

While no productcanbe100%secure,we have configuredthee-smithserver andgateway to provide thehighestpossiblelevel of security"out of the
box". Werecognizethatsecurityis importantin businessesof all sizesandwe wantto ensurethatyoursystemandnetwork areprotected.In orderto do
sowe take actionssuchasdisablingnon-essentialservices,configuringservicesto operatein theirmostsecuremode,automaticallyproviding packet
filtering, providing encryptedmeansof remoteaccessandtakingotherstepsthatarepartof aneffective firewall solution.

Beyondthesesteps,we strive to automate"bestpractices"in Linux systemadministrationsothattasksthatanexpertsystemadministratorwould
normallydo aredoneautomaticallyfor you.Regardlessof your experiencelevel, thisautomationrelievesa greatdealof painthatis normallyassociated
with securityandsystemadministrationandalsoreducesthepossibilityof accidentalmis-configuration.

In thisdocument,wewill discussthemajorcomponentsof thee-smithserver andgateway asthey relateto securityandthetechnicalstepsthatwe have
takento ensuretheintegrity andsecurityof thesystem.

2. The Role of the e-smith server and gateway
Thee-smithserver andgateway buildson thewidely acknowledgedreliability of theLinux platform,andaddressesthecomplexity problemthrougha
verysimpleinstallationprocess.Onceinstalled,thee-smithserver andgatewayprovidessecurityanda rich setof Internetservicesincludinge-mail,web
hosting,webmail,secureremoteaccess,ftp hosting,file andprint-sharingandmany otherfeatures.e-smith’ssoftwarerunsonany commodityPC,works
with virtually any Internetprovider, andallows customersto usetheir choiceof desktopplatform.

Thee-smithserver canbeconfiguredin eitherof two modesof operation.In server-only mode,thee-smithserver operatesasastandaloneserver ona
localnetwork andprovidesfile andnetwork servicesto all systemson thatnetwork. In serverandgatewaymode,thee-smithserver is configuredwith
onenetwork connectionto thelocalnetwork anda secondconnectionto theInternet.In additionto providing file andnetwork servicesto thelocal
network, it alsoactsasa gateway allowing theentirelocalnetwork to accesstheInternet.

3. Elimination of Non-essential Services
Thedevelopersof a genericLinux distributionsuchasRedHat donotknow exactlyhow thatcomputersystemwill beused.For thatreason,they usually
configuretheoperatingsystemto beableto supportmany differenttypesof server andworkstationuses.Many servicesareincludedon thesystemthat
maynotever beused.Whensomeoneinstallssucha genericdistribution, thoseservicesmayopenupsecurityholesinto thatcomputersystem.

A cardinalrule of systemsecurityis "only run theabsoluteminimumnumberof servicesnecessaryfor your operations". With thee-smithserver and
gateway, we know preciselyhow thevastmajority of usersaregoingto useourserver andthereforecansimply remove all otherservices.Unnecessary
servicessuchasNFS, NIS, theBerkeley "r" suiteof programs(suchasrsh andrwhod) andmany othershave notbeenincluded.

Beyondservices,we donot includemany of thepackagesthatareincludedwith a standardRedHat installation.As anexample,thee-smithserver and
gateway doesnot includeany of thestandardcompilersor developmentlibraries,asthesedevelopmenttoolshave beenusedin thepastto install
compromisedprogramsduringnetwork attacks.Additionally, we eliminatemostof theusertoolsthatwould beusedin a Linux workstation
configuration.For instance,theX Window Systemandassociatedprogramsarenot included.

Essentially, if wecouldnot identify a needto includeapackageor servicein theproductthatwouldbenefita smallto mid-sizebusinesswith theirdaily
operations,weeliminatedit. Throughthis simplicity, we areableto minimizethesecurityrisksto thesystem.

If you areinterestedin specificallywhatservicesareenabled,thefollowing list indicatestheservicesstartedin a default configuration.They arelistedin
theorderin which they arestarted.A definitive listing of runningprocessescanbefoundin AppendixA.

syslogd, klogd, crond, xinetd, ntpd, lpd, dhcpd, ldap, qmail, smtpfwdd, httpd,
sshd, mysqld, squid, atalkd, papd, afpd, smbd, nmbd, named, mingetty

While this list mayseemlengthy, experiencedLinux/UNIX systemadministratorswill recognizethelist asbeingsmallcomparedto a typical
Linux/UNIX system.
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4. Replacement of Services With More Secure Alternatives
As partof our securityreview of thebaseLinux operatingsystem,wealsoevaluateservicesthatareincludedin thestandardRedHat releaseto
determineif therearemoresecurealternatives.For instance,we have replacedthefollowing servicesfrom RedHat 7.0:

• sendmail- Giventhenumberof securityvulnerabilitiesreportedin sendmailover theyears,we have insteadoptedto useqmail andobtuse-smtpd,
bothof whichhave beendesignedfrom thebeginningwith securityin mind.

• wu-ftpd - Like sendmail,wu-ftpdhassufferedfrom securityflaws over thepastyears.Wechoseproftpd asa replacementbecauseof its focuson
securityaswell asourability to moreeasilyconfigureit to limit access.

Theseserviceswill bediscussedin moredetailin othersectionsof thisdocument.

5. Open Sour ce Code Review
Oneof thegreateststrengthsof thee-smithserverandgateway is thatourproductsourcecodeis completelyopenandavailableto anyoneto examineand
review. At first glance,thisstatementmight seemcounter-intuitive. If you let peopleseeall of yourcode,how is it secure?Thetraditionalview in
softwaredevelopmenthasbeento closelyguardyourproductsourcecodesothatnoonecanexamineit andfind potentialsecurityholes.Why dowe say
thatouropensourceprocessis in factmore secure thantraditional"closedsource"or "proprietary"developmentmodels?

Theanswerlies in thefactthatourcodeundergoesa strenuouspeerreview by peopleworking with ourproduct.Giventhatanyonecanlook at ourcode,
we benefitfrom a largeandconstantlygrowing developercommunity. For instance,on oure-smithdevelopersmailing list, we have over 400developers
whoareworking with ourproductonanongoingbasis.Many moreparticipatein ourwebforumsandstill otherssimply downloadanduseourproduct.
Whensomeonesuspectsa problem,they (or someoneelsewith thetechnicalknowledge)canlook directlyatour sourcecodeandfind outhow we are
implementinga particularitem.If they seethatthereis anissue,they evenhave theoptionof implementingtheir own fix.

Thevalueof opensourcepeerreview wasdramaticallyillustratedin theyear2000with thediscovery thatfor eightyears theInterbasedatabasehad
containeda hard-codedusernameandpassword thatwould allow anyoneknowing thatuser/password combinationtheability to accessanyInterbase
database.Thedevelopershadput this backdoorin theproductto solve a particularauthenticationproblem.For eightyearsthis securityvulnerabilityhad
beenthere.It is impossibleto know how many databasesmight have beencompromised.How wastheholefound?In mid-2000,Interbaseopenedtheir
sourcecodeandmadeit availableon theInternet.A developerin Germany waslooking throughthesourcecodeandfoundthis backdoor. He
immediatelyalertedtheproductdeveloperswho quickly putouta fix anddisabledthisbackdoorin new versionsof theproduct.Hadthecodenotbeen
available,whoknows how long this mighthave continuedandwhomighthave hadaccessto thebackdoor?

Webelieve, too, thatthefactthatourcodeis openencouragesa muchstrongerinternalcodereview processaswell. All ourstaff developersknow that
otherswill seethecode,andfor thatreasonwe needto besurethatthecodeis assecureandtight aspossible.Our developercommunityis extremely
active,strong,diverseandnotat all hesitantto testour codeandpushtheedgesof whatwesayit canandshoulddo.Wewelcomethatscrutiny aswe
firmly believe thatthroughthatprocessourproductbecomesthatmuchmoresecure!

6. Network Security
For a server functioningasa network gateway, thesecurityrelatedto theunderlyingbasicnetwork connectionis of critical concern.Wetake this
extremelyseriouslyandusemultiple toolsandlayersto restrictaccess.It startswith thefundamentaldistinctionthatin server andgateway mode,we
have an internal network interfacecardconnectedto thelocalnetwork andanexternalconnectionto theoutsideInternet,througheitheranothernetwork
interfacecardor a dial-upmodem.Theinternalcardwill allow mostconnectionsfrom thelocalnetwork, but connectionscominginto theexternal
interfacearesubjectto very tight controls.

In thisarrangementweusenetwork addresstranslation(NAT) to masqueradetheentireinternalnetwork behinda singleexternalIP address.In our
recommended(anddefault) configuration,all internalsystemshave non-routableprivateIP addresses(perRFC1918)andthereis thereforenopossible
way for a connectionto bemadefrom theexternalInternetto any internalmachines.This allowsusto concentrateall network securityresourceson
protectingtheserver andexternalinterface.

Whenwe speakof network security, we wish to securetheserver soall actionstakenby theserver in responseto externalnetwork packetsaredefined,
andall responsesto externalnetwork packetsareauthorizedandconformto a definedpolicy.

Weachieve this restrictionof server responseto externalnetwork packetsby multiple restrictive layersdescribedbelow.

6.1. Packet filtering

A linux kernelpacket filter is configured,usingtheipchains command,which implementsthegeneralpolicy on theexternalinterfacethat"all
incomingpacketsaredeniedexceptthosewhichareexplicitly allowed".Packetswhich aredeniedmaybelogged(thereis a configurationparameter
whichdefineswhetherall, noneor someof any deniedpacketsarelogged),but otherwiseelicit no responsefrom theserver - they aresimplydiscarded.
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Thesetof explicitly allowedincomingpacketsis configurable.Eachof thesetof servicesofferedby theserver canbeenabledor disabledin a
configurationdatabase.A subsetof theservicesmaybeavailableasapublic service(for example,a webserver is a publicservice)- eachof these
servicesis optional,andcanberestrictedto privateaccess(i.e. only on thelocalnetwork). Whenever this configurationdatabaseis changed,thepacket
filter is reconfiguredto enforcethechangedaccesspolicy. An annotatedlisting of thedefault ipchainsrulesis providedin AppendixC.

6.2. Disab led Services Do Not Run

Thee-smithserver andgateway is configuredto run only thoseserviceswhichareenabledin its configurationdatabase.

6.3. Selective Address or Por t Binding

Someapplicationsoffer theoptionto selectively bind to network interfaces.For serviceswhichareconfiguredto offer accessonly to theinternal
network, this featurecanbeusedto preventany possibilityof externalconnectionto thenetwork serviceprogramindependentof thepacket filter
configuration.This featureis used,for example,in theSMB (Samba)daemonconfiguration.Listingsof exactlywhatprogramsareboundto which ports
in a default installationareprovidedin AppendicesD andE.

6.4. Application-le vel Access Contr ol Lists

Eachnetwork serviceprogramis configuredto provideselectiveservicebasedon theIP addressof theoriginatingrequest.Selectiveserviceconfiguration
is mediatedby threedifferentmechanisms:

1. by useof theTCPwrappersdaemontcpd, whichactsasa gatekeeperapplication,droppingthenetwork connectionwithoutany datatransferif the
requestis not from a permittedaddress.Accessesfrom permittedaddressesresultin theTCPwrappersdaemonexecutingthenetwork service
program(for example,theIMAP daemon).Theaccessrestrictionsarespecifiedin thefiles/etc/hosts.allow and/etc/hosts.deny, and
thesefiles in turnareconfiguredto complywith thepolicy recordedin thee-smithconfigurationdatabase.Examplesof thesefiles from adefault
installationareprovidedin AppendixF.

2. by theapplicationitself, throughuseof theTCPwrapperslibrary, which naturallyis alsousedby theTCPwrappersdaemon.Theapplicationuses
theTCPwrapperslibrary to evaluateaccessrulesspecifiedin /etc/hosts.allow and/etc/hosts.deny, andthendropsthenetwork connection
withoutany datatransfer, or providesthenetwork service,asappropriate.An exampleof this classof applicationis sshd, theOpenSSHdaemon,
which implementstheSSHprotocolfor secureremoteaccess.

3. by theapplicationitself, usingapplicationspecificaccesscontrolmechanisms.A furtherclassof applicationshasits own setof mechanismsto
restrictserviceavailability accordingto originatingnetwork addressof therequest.Theseapplicationshave theirown mechanismfor specifyingand
enforcingaccessrestrictions.Examplesof thisclassof applicationaremysql andsquid.

6.5. Authentication and Authorization Mechanisms

Oncetheconnectionhaspassedthroughall theselayers,it mustfinally beauthenticatedby theappropriatemechanism.In mostcasesthis involves
checkingthattheuserdoesin facthave a valid useraccountandpassword. In somecases,suchaspptpd andsshd, encryptioninitialization will also
occur.

7. User Accounts, Groups and Passwords
In orderfor a userto accessmostserviceson theserver, a useraccountis required.As a server administrator, you createtheuseraccountsthroughthe
e-smithwebmanager. Eachuseraccountnamecanbeup to twelve charactersin lengthandeachmustbeuniqueon theserver. With anaccount,a user
canlogin to receive e-mailandmayalsoaccessprivateportionsof thee-smithserver by variousfile transfermethods.

Beforeausercanusetheiraccount,theadministratormustfirst assigntheusera password.Useraccountsare lockedoutandcannotbeuseduntil youset
this initial password. Accountswithout setpasswordsappearin reditalics in thee-smithwebmanager. Passwordsareallowedto containupperand
lowercaseletters,numbersandpunctuation.They arenot restrictedin length.

Oncetheinitial password hasbeenprovidedto theuser, theuserhastotal controlover changingthatpassword.At any time, they canusetheir web
browserto go to http://servername/e-smith-password, entertheirold password,andthenentera new password.Theadministratordoesnot have
theability to view theuser’s password in any form. If theuserforgetstheirpassword, theadministratorcannotretrieve thatpassword. Instead,the
administratorcanresetthepassword andcommunicatethatnew password to theuser, but they cannever seetheactualpasswordsusedby theusers.
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Onceuseraccountshave beencreated,they canbeput into groupaccountsto easeadministrationissues.Thegroupcanin turnbeassignedspecific
permissions.For instance,theability to loadfiles into aninformationbaycanberestrictedto membersof a certaingroup.Userscanbemembersof
multiple groups.

Notethatasdescribedin thenext section,only oneuser, root, is configuredby default to beableto login to thee-smithserverandaccesstheLinux shell
prompt.

8. Remote Access
In any network configuration,userstypically wantaccessto thenetwork from remotelocations.Examplesmayincludeemployeeswhoalsowantto work
from homeor whoaretravelingandwantto connectfrom hotelrooms.Thelocal systemintegratoror e-smithpartnerwho installedyoursystemmayalso
wish to connectto your network. Thechallenge,of course,is to allow thisaccesswhile ensuringthatyour systemis secure.

To meetthisneed,e-smithallows several formsof remoteaccess.Theservices,suchase-mailaccess,thewebserver, ftp, etc.canbeconfigured
individually to allow private(local network only) or public (entireInternet)access.In thecaseof someof thoseservices,you mayevenallow public
accessbut requirea password.Theseserviceswill bediscussedin moredetailbelow.

However, therearethreeservicesspecificallytargetedatallowing remotelogin to theserver(sshandtelnet)andto thenetwork(PPTP).Thesewill be
coveredin thissection.It shouldbenotedthatall of theseservicesaredisabledby default anda server administratormustspecificallyenablethemfor
suchaccessto occur.

If eitherof theservicesthatallow remotelogin to theserver areenabled,by default only oneaccountis ableto login to theserver. Loggingin asthe
admin userwill bringyou to thee-smithmanagementconsole.For bothsshandtelnet,theserveradministratoralsohastheoptionto allow administrative
access. While this featureis disabledby default,enablingit will allow theroot userto login andaccessthestandardLinux commandprompt.

Bydefault,no otheruseraccountsare configuredto allow a login to theserver. If you wish for a useraccountto beableto login to theserver remotely,
you mustfirst login astherootuserandthenchangetheuseraccountshell to be/bin/bash usingthechsh command.Without this change,theuser
accountwill notbeableto login to theserver usingeithersshor telnet.

8.1. Secure Shell (ssh)

Thesecure shell (ssh) commandprovidesa secure,encryptedmethodof communicationbetweena client andserver. Unlike telnet,passwordsare
encryptedin transitanda securesessionkey is usedto encryptall packetssentbetweentheclient andtheserver. ssh andits companionprogramscp

(securecopy) areavailablefor Linux/UNIX, Windows,Macintoshandotherclient operatingsystems.In its simplestform, useof sshmerelyinvolves
initiating thecommandandenteringtheuseraccountpassword.Theuserwill thenseea Linux commandpromptandcanbegin enteringLinux
commands.

Theimplementationof sshusedby e-smithis OpenSSHavailablefrom http://www.openssh.com/.It supportsboththeSSH1andSSH2protocolsaswell
asbothDSA andRSAauthentication.

Whensshaccessis enabled,a usermayconnectandentertheir useraccountpassword to gainaccessto thesystem.Theonly issuein this default
configurationis thatif they donotprovide thecorrectpassword, they areofferedanotherchanceto enterthepassword.They maycontinueto doso,
whichdoesallow for someonetrying to crackinto thesystemto sit thereandsimplykeeptrying to guesspasswords.Notethatthereis a timedelay
betweenlogin promptsthatmakesbruteforceattacksongoodpasswordsimpractical.

To getaroundthis issue,for systemswheresecurityis very highyet secureremoteaccessis desired,thee-smithserver alsosupportssshusingRSA
authentication. In this mode,ansshkey is generatedon theclient computersystemandthenaddedto thelist of allowedkeys on theserver. Only users
connectingfrom a systemwith anauthorizedkey will beallowedto login to thesystem.

Notethatall sshaccessis disabledby default.

8.2. Telnet

Becausetelnethastraditionallybeenusedfor remoteaccessto Linux systems,we have includedtelnetaccess.However, it is disabledbydefault. The
primarysecurityproblemwith telnetis thatit transmitsall usernamesandpasswordsover thenetwork without any form of encryption. Someone
operating"packet sniffing" softwareandconnectedto any network betweenyour e-smithserver andtheremotemachinemaybeableto interceptand
readany usernamesandpasswordsandthuscouldgainaccessto your system.For thatreasonwe strongly discouragetheuseof telnetandencourage
usersto usessh instead.

Within thee-smithwebmanager, telnetaccesscanberestrictedto only thelocalnetwork or allowedfrom theentirenetwork. Administrative access(the
ability to telnetin as’root’ or ’admin’) is disabledby default andcanbeenabledfor thelocalnetwork or theInternet.Again,becauseof thesecurity
implications,this is strongly discouraged.
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8.3. Point-to-P oint Tunnelling Protocol (PPTP)

While sshmeetsmany remoteaccessneeds,many userssimplywantto connectto their remotenetwork andthenaccesse-mailor usetheir file manager
(suchastheWindows Exploreror Network Neigborhood)to view andaccessfilesacrossthenetwork.

To do this, thee-smithserver andgatewayprovidesnetwork accessusingthePoint-to-Point TunnellingProtocol(PPTP). PPTPallowsyou to provide a
virtual privatenetworkbetweenyour remoteclient computerandyoure-smithserverandinternalnetwork. It createsa secureencryptedchannelbetween
your clientandtheserver. As far astheserver is concerned,theclient computerappearsto beon thelocal internalnetwork andcanaccessall resources
thattheuserwould normallyseeif they wereconnectedto theinternalLAN.

WhenPPTPwasfirst introducedby Microsoft,many implementationssufferedfrom poorsecurityandtheprotocolgaineda reputationof beinginsecure.
Sincethattime, thequalityof theprotocoldefinitionandits implementationshasimproveddramaticallyandit now doesoffer a reliableandhighly
secureconnection.

PPTPclientsareavailablefor MicrosoftWindowsandmayalreadybeinstalledin recentversionsof Windows.Userstypically launchaPPTPconnection
by double-clickinganicon on their desktopandthenenteringa password.

BecausePPTPallows a remoteclient to appearasif they area localuserandcanthereforeaccessanything on thelocalnetwork, thesecurityof the
passwordsin transitis paramount.For thatreason,we requireclient systemsto use128-bitencryption. Thee-smithserver will not acceptconnections
from PPTPclientsthatuse40-bit encryption.Thismayrequireanupgradeto thePPTPcomponentof someof your client systems.

Like sshandtelnet,PPTPaccessis specificallydisabledandmustbeenabledthroughthee-smithwebmanager. At thetimeyou enableaccess,you may
configurehow many PPTPclientsyouwill allow to accessthesystematany giventime.

9. File Transf er
Oneof themainreasonsuserswantremoteaccessis to beableto retrieve or usefiles locatedon theserver. Thee-smithserver andgatewayallows users
to accessfilesvia theFTPprotocolor throughstandardWindows andMacintoshnetworking.

9.1. File Transf er Protocol (FTP)

To allow usersto uploador downloadfiles to andfrom thee-smithserver andgateway, we provide FTPaccess.ThespecificFTPserver we useis
proftpd (http://www.proftpd.net/),configuredwith thelatestsecurityupdatesandpatches.

In thedefault configuration,ftp accessfor usersis allowedon thelocal (internal)network, but not from theexternalnetwork. A usermustlogin with a
valid usernameandpassword combinationin orderto accessfiles.

Throughthee-smithwebmanager, it is possibleto configuretheserver to allow public (external)FTPaccessfor users.We strongly discouragethis
action,though,becauseftp, liketelnet, transmitspasswordsfrom theclient to theserver asclear, unencryptedtext. Insteadwe suggestusersusethe
scp (securecopy) programprovidedwith thessh family of tools.

Anonymousftp accessis allowedon thelocalnetwork for readaccessonly. Informationbaysalsomayhave a usernameandpassword associatedwith
themandthis informationcanbeusedfor readaccessonly. In noeventcaneitheranonymousor i-bayusersuploadinformation.Theability to write to
theserver is restrictedto userswith a valid useraccounton thee-smithserver andgateway.

FTPaccessfor i-baysis a settingthatcanbeconfiguredfor eachindividual i-bayandcanbeconfiguredto beallowedfor eitherprivateor public access.
However in thee-smithwebmanagerRemoteAccesspanelyou have theability to seta FTP accesspolicy thatwill overrideall otherFTPsettings.You
have theoptionof disablingpublic (external)FTPaccessandin factcompletelydisablingall FTPaccessfrom boththeinternalandexternalnetworks.

9.2. Windo ws Networking (SMB)

Usersmayaccessfileson thee-smithserverusingstandardWindows networking throughsuchtoolsastheWindows Explorer, Network Neighborhoodor
My Network. They mayconnectto eithertheirhomedirectoryon theserver or to oneof theinformationbaydirectories.Connectionsoccurthroughthe
standardServerMessageBlock (SMB) protocolusedwithin Microsoftnetworking.

Eachuser’s homedirectoryis protectedsothatonly theusermayreadandwrite to that"share".In theprocessof doingso,theusermustenterthe
password for theiruseraccounton theserver.

Sharesfor informationbaysarealsovisible in thebrowselist. Accessto thosesharesis controlledby theconfigurationfor thatspecifici-bay. An i-bay is
assigneda groupownershipandthedefault configurationlimits readandwrite accessonly to groupmembers.A userwould thereforeneedto bea
memberof theappropriategroupin orderto accessthei-bay.

Thespecifictool weuseon thee-smithserver to allow Windows usersto accessserver directoriesvia theSMB protocolis samba
(http://www.samba.org/). Thesecurity-relatedportionsof thedefault Sambaconfigurationfile areprovidedin AppendixG.
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9.3. Macintosh Networking

For file transferto andfrom Macintoshsystemswe useanimplementationof theAppleTalk file sharingprotocolscallednetatalk
(http://sourceforge.net/projects/netatalk/).As with Windows networking,usersmustsupplya valid usernameandpassword to accessprivatedirectories
on theserver. Macintoshusersconnectto thefoldersusingtheregularChooserwithin theMacintoshoperatingsystem.

10. E-mail
Becausee-mailis mission-criticalfor almostall organizations,weview it asextremelyimportantthatthemail server componentof thee-smithserver
andgateway beextremelysecure.For this reason,we replacedthestandardLinux sendmail programwith thehighly secureqmail server. qmail
(http://www.qmail.org/) wasdesignedfrom theverybeginningwith securityin mind.Theentirearchitectureof qmail is designedto minimizeany
possibilitiesfor securityexploits.

While qmail aloneis extremelysecure,wewentonestepfurtherandchosea moreflexible yet secureprogramcalledobtuse-smtpd for themail server
to whichall SMTPmail connections(bothoutboundandinbound)aremade.obtuse-smtpd allows usto furtherrestrictexactlywhocansendin e-mail
(for usein, for instance,blockingspam)andalsoprovideshooksthatwe canusefor filterssuchascontent-filteringandvirusscanning.

While qmail andobtuse-smtpd provide themail server functionality, mostuserswill beusingthePOP3or IMAP protocolsto readtheire-mail.The
e-smithserver supportsbothprotocols.By default,POP3/IMAPaccessis only availableto userson thelocal network. If you wish to allow usersto
accesstheir e-mailvia POP3or IMAP from remotesystemsoutsideyour network, theserver administratormustspecificallyenablesuch"Public" access
throughthee-smithwebmanager.

Notethatunderno circumstancesareany usersoutsideof your localnetwork allowedto sendmail to otherexternalusersthroughyour mail server. The
mail server (obtuse-smtpd) will only acceptmail messagesfrom externalsourcesthatarefor local users.Allowing suchaccesswould openyourserver
to abuseby spammersasa mail relay. Externaluserswhowantto sendmail to otherexternaluserswill eitherneedto connectto their ISP’smail serveror
usePPTPto make a VPN connectionto theinternalsideof thee-smithserver (atwhich point thee-smithserver will acceptmail for otherexternalusers
becauseasfar asit is concerned,thePPTP-connecteduseris on thelocalnetwork).

11. DNS
As with mostLinux systems,we usetheindustrystandardBIND server to provide DomainNameService(DNS) accessto thelocalnetwork. Becauseof
recentsecurityexploits relatedto BIND, we areconstantlymonitoringBIND securitymailing listsandregularlyupdateoursystemto have themost
currentandsecureversionof theBIND program.

Wetake additionalsteps,too, to ensurethatthesystemis safe.For instance,theBIND daemon(callednamed) is setto runasthelocaluserdns instead
of thenormalconfigurationof having namedrunastheroot user. In additionto runningnamedasanunprivilegeduser, namedis furtherrestrictedby
beingforcedto run in a "chrootedjail". Essentially, this meansthattheprogramhasanextremelyrestrictedview of thesystem,which it thinksis in fact
theentiresystem.In theeventthatsomehow thenameddaemonwascompromised,theattacker would notbeableto seeanything outsideof thelimited
areain which thenameddaemonis confined.

Further, DNSaccessis only allowedfrom theinternallocalnetwork. Userson theexternalInternetarenot ableto connectto theDNSserver becauseit is
configuredto listenonly on theinternalnetwork.

12. Web Services
Webserviceson thee-smithserver andgateway areprovidedthroughtheopensourceApachewebserver (http://www.apache.org/
(http://www.apache.org)). As themosthighly-usedwebserver on theInternet,Apacheis constantlyundergoingextensive sourcecodepeerreview and
hasasolid recordof beingsecure.Thee-smithserver supportsbothstandardHTTPconnectionsaswell assecureHTTPSconnectionsthatusetheSecure
Socket Layer(SSL)protocol.

Thereareactuallytwo Apacheserver daemonsrunningon thee-smithserver. Onerunsonports80 (HTTP)and443(HTTPS)andprovidesstandarduser
accessto theprimarywebinformation,i-baysor webmail.Thesecondoperateson port980andprovidesaccessto thee-smithwebmanager. A usercan
only connectto it on thelocal network andonly if they know thepassword to theadmin useraccount.

To furthersecuretheserver, themainApachewebserver runson thee-smithserver astheuserwww in a severelyrestrictedenvironment.The
administrative Apacheserver runsastheuseradmin whichalsohasarestrictedshell(thee-smithconsole).For moreinformation,you canview the
security-relatedsectionsof theconfigurationfile for themainApachewebserver in AppendixH.
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12.1. SSL Suppor t

As mentionedabove, theprimaryApacheserver supportsSSLauthenticationandlistenson thestandardport 443for HTTPSconnections.During the
installationof thesoftware,a setof 128-bitRSAkeysaregeneratedby theopenssl command.ThepublicRSAkey is thenplacedin aself-signedX.509
certificate.Thiscertificateis presentedto all browsersattemptingto connectvia HTTPS.

TheOpenSSLProject(http://www.openssl.org/) hasdevelopedanopensource,commercial-gradeimplementationof theSecureSocketsLayer(SSL
v2/v3) andTransportLayerSecurity(TLS v1) protocols.OpenSSLis very widely usedthroughouttheLinux andBSDUNIX world andis alsousedon
otherversionsof UNIX. As we have doneon thee-smithserver, OpenSSLis veryoftenusedin conjunctionwith theApachewebserver.

12.2. CGI Scripts

Whenspeakingof webserver security, oneof theprimaryconcernsis oftenwith theexecutionof CGI scriptson theserver. On thee-smithserver and
gateway, CGI scriptsaredisabledby default andmustbespecificallyenabledby theserver administratorfor thei-bay in which thescriptsareto be
executed.Onceenabled,CGI scriptscanbeexecutedif they areplacedin thecgi-bin directoryfoundin eachinformationbayor aspartof theprimary
directoryusedfor themainwebsite.As thisseparatedirectoryis not viewableby regularHTTP requests,userscannotseethecontentsof theactualCGI
scripts.

12.3. PHP

In orderto allow thewebmailcomponentof our server to function,we neededto enablethePHP(http://www.php.net/)scriptingmodulefor theApache
webserver. PHPis a robustlanguagethatallows peopleto veryquickly andeasilycreatedynamically-generatedcontentfor their website.For example,
they couldcreatea discussionforumor a catalogthatlinkedto adatabaseto provide theactualdata.PHPis similar conceptuallyto Microsoft’s Active
ServerPages(ASP)andprovidessimilar functionality.

As of e-smithversion4.1.2,usersmaychooseto enabletheuseof PHPin eachi-bay throughthe"Enabledynamiccontent"checkboxin thei-bay
configurationscreen.PHPis disabledby default andmustbespecificallyenabledby theserver administrator.

While this allows usersto easilyadddynamiccontentto theirwebsiteandmaybea greatbenefitto your users,youshouldbeawareof aninherent
weaknesswithin server-basedactive contentsuchasthatof PHP. With PHPenabled,a knowledgeableusercoulduploada PHPscriptto thei-bayand
thencall thatscriptto readany file thattheApacheuseridhasaccessto. For instance,if a userdid nothave accessto ani-baycalledsales, but did have
write accessto ani-baycalledresearch wherePHPwasenabled,theusercoulduploada PHPscriptinto theresearchi-bay that,whencalledthrougha
webbrowser, would openupanddisplayfiles foundin thesalesi-bay.

As this is partof PHP’sbasicfunctionality, andis alsopossiblethroughtheuseof theCGI scriptsmentionedearlier, we recommendthatyou only enable
dynamiccontentfor thosei-bayswhereeitherwrite accessis restrictedto theadministratoror to a groupof usersthatyou trustwill notuploadscripts
thatcouldpotentiallycompromiseyoursecurity.

12.4. Webmail

Thewebmailfunctionalityof your e-smithserver is providedthroughtheInternet Messaging Program (IMP) opensourcesoftwarepackage
createdby theHordeProject(http://www.horde.org/imp/). It is disabledby default andmustbespecificallyenabledby theserver administratorbefore
userscanaccesstheserver. Onceenabled,theIMP softwareusesPHPscriptsto connectto a MySQL (http://www.mysql.com/)databasewhichstarts
runningon theserver.

Whentheserver administratorenableswebmail,it canbesetto usesecureconnectionsvia SecureSocket Layer(SSL)connections(commmonlycalled
"HTTPS"access)or to allow bothstandardHTTP andHTTPSconnections.Becauseuseraccountnamesandpasswordswill betransmittedacrossthe
network or Internet,we stronglyrecommendenablingwebmailin only thesecureHTTPSmode.This will ensurethatall communicationbetweenthe
client webbrowserandthee-smithserver will beencryptedduringtransit.

12.5. Web Proxy Server

In additionto thestandardApachewebserver, thee-smithserver andgateway comesautomaticallyconfiguredwith a fully functionalproxyandcaching
webserver. Thespecificprogramwe useis calledsquid (http://www.squid-cache.org/). It runson thestandardport 3128andcanbeutilizedby any web
browserson theinternalnetwork.
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13. e-smith Console
Thee-smithconsoleprogramis oneof themeansby which someonecanadministerthee-smithserver andgateway. In thedefault configuration,the
e-smithconsoleappearson themonitorof thee-smithserver aftertheinitial rebootduringtheinstallationprocess.It canalsobeactivatedby logginginto
thee-smithserver locally or remotelyastheuseradmin. Fromthee-smithconsole,a usercanalsousea text-basedbrowserto accessthee-smithweb
manager. Betweentheconsoleandwebmanager, you have full accessto theentiree-smithserver andgatewayconfiguration.Notethatyou needto know
theadmin password to accessthee-smithwebmanagervia a browser.

There is a physicalsecurityissuewith regardsto theconsole. If theconsoleis setto automaticallydisplayon thesystem,anyonewith physicalaccessto
theserver will beableto usetheconsoleandwebmanager. If you areunableto guaranteethephysicalsecurityof themonitorandkeyboardof your
e-smithserver, werecommendyouconfigureyour systemto require a login beforetheconsolecanbeviewed.

14. Information Bays
Informationbays,or i-bays,areareason theserver in whichdatacanbestoredandmadeaccessiblethrougha varietyof methods.Filesin ani-baycanbe
accessthroughthewebserver, Windows andMacintoshfile sharingandpublicor privateFTPaccess.While settingsfor i-bayshave beendiscussedin
previoussections,they canbesummarizedasfollows:

• Group ownership - eachi-bay is ownedby a specificgroupaccount

• Useraccessvia file sharing and ftp - thedefault configurationof ani-bay is to restrictreadandwrite accessto only membersof theassignedgroup.
Accesscanalsoberestrictedsothatonly the"Admin" groupcanwrite to thei-bay, or openedupsothateveryonecanreador write to thei-bay.

• Public accessvia webor anonymousftp - by default this is configuredfor No access. However, theserver administratorcanallow suchaccessto
eitherthelocalnetwork or thelargerInternet,andcanallow openaccessor requirea password.

• Dynamic content - by default, this is disabled, but if enabledwill allow userswith write accessto thei-bay to uploadCGI or PHPscriptsthatcan
createwebpagesdynamically. While a powerful tool, beawareof thesecurityimplicationsmentionedearlier.

Youshouldnotethatif a password is requiredfor public accessvia webor anonymousftp, thepassword is theoneassignedto the i-bayandnot to a
user’s regularuseraccount.As with useraccounts,thei-baypassword is not setby default anduserswill notbeableto accessthei-bayuntil the
administratorsetsthepassword for thei-bay. Until thattimeall attemptsto accessthei-baywherethepassword is requiredwill berefused.

15. Ongoing Security Updates
Thee-smithtechnicalstaff constantlymonitorsindustrysourcesof securityinformationto besurethatnoemerging issueswill impactourproduct.
Becauseourproductis basedon theRedHatLinux distribution,we paycarefulattentionto noticesoriginatingfrom RedHat’s officesor mailing lists.
Eachnoticeis carefullyevaluatedto determineif thereis a securityimpacton thee-smithserver andgateway. Becauseweshipwithoutmany of the
standardLinux servicesinstalled,many securityalertsthatapplyto a genericRedHatLinux installationdo not applyto thee-smithserver andgateway.
Regardless,eachalert is examinedin detail.

Wealsocontinuallymonitoroursupportforumsbothonourwebbulletin boardsandour devinfomailing list. Many of thedevelopersandadministrators
usingthoseforumsareamongthefirst to identify any potentialsecurityissues.They alsoareoftenconnectedto additionalsecuritymailing listsand
forwardannouncementsandwarningsfrom thosesources.

Finally, eachandevery releaseof ourproductundergoesconstantintensive scrutiny by ourdevelopmentteam.As partof thereleasecycle,we
extensively testall servicesandpackages.

In theeventthatsecurityholesareidentifiedby ourown staff or by otherparties,we rapidly make fixesavailablethroughour publicFTPsiteand
http://www.e-smith.org/ websiteandthroughautomaticupdatesto registeredcustomers.

16. Conc lusion
While no systemcanbe100%secure,wehave createda productthatprovidesanextremelysecurecomputingenvironment.Throughtheeliminationof
non-essentialservices,thereplacementof otherserviceswith securealternatives,andthegeneraltighteningof all possiblesecurityparameters,the
e-smithserver andgateway comes"out of thebox" readyto protectyour network andserver. While sophisticatedadministratorscanadjustthe
configurationto meetparticularneeds,boththey andotherswill benefitfrom thee-smithapproach.
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Appendix A. List of Processes
Thefollowing processesarerunningon ane-smithserver aftera default installation.Thelist wasgeneratedby thecommandps fauxw. Notethatthef
option,alsoavailableas-forest, shows thechild processesunderneaththeir parent,providing a clearerview of whichprocessesarelaunchedfrom the
parentprocesses.

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 1.7 1.1 1344 548 ? S 03:40 0:06 init [7]
root 2 0.0 0.0 0 0 ? SW 03:40 0:00 [kflushd]
root 3 0.0 0.0 0 0 ? SW 03:40 0:00 [kupdate]
root 4 0.0 0.0 0 0 ? SW 03:40 0:00 [kpiod]
root 5 0.0 0.0 0 0 ? SW 03:40 0:00 [kswapd]
root 6 0.0 0.0 0 0 ? SW< 03:40 0:00 [mdrecoveryd]
root 531 0.0 1.8 2116 888 ? S 03:42 0:00 /usr/sbin/slapd
root 852 0.0 1.4 1420 656 ? S 03:42 0:00 syslogd -m 0 -a /home/dns/dev/log
root 862 0.0 1.8 1680 872 ? S 03:42 0:00 klogd -c 1
root 887 0.0 1.2 1388 580 ? S 03:42 0:00 crond
root 933 0.0 1.6 2108 784 ? S 03:42 0:00 xinetd -reuse -pidfile /var/run/xinetd.pid
lp 987 0.0 1.1 2392 552 ? S 03:42 0:00 lpd Waiting
root 1012 0.0 0.5 1552 260 ? S 03:43 0:00 /usr/sbin/dhcpd eth0
root 1059 0.0 0.7 1312 352 ? S 03:43 0:00 supervise /var/lock/qmail qmail-start ./Maildir/
accustamp qmail
qmails 1062 0.0 0.8 1368 416 ? S 03:43 0:00 \_ qmail-send
qmaill 1091 0.0 0.6 1308 316 ? S 03:43 0:00 \_ accustamp qmail
root 1092 0.0 0.7 1324 364 ? S 03:43 0:00 \_ qmail-lspawn ./Maildir/
qmailr 1093 0.0 0.7 1324 364 ? S 03:43 0:00 \_ qmail-rspawn
qmailq 1094 0.0 0.8 1316 376 ? S 03:43 0:00 \_ qmail-clean
qmaill 1060 0.0 0.7 1316 372 ? S 03:43 0:00 cyclog -s 3500000 /var/log/qmail
mail 1082 0.0 0.7 1444 348 ? S 03:43 0:00 smtpfwdd -d /var/spool/smtpd/spool
root 1193 0.0 8.2 8604 3868 ? S 03:43 0:00 httpd
www 1201 0.0 4.7 8604 2236 ? S 03:43 0:00 \_ httpd
www 1202 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd
www 1203 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd
www 1204 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd
www 1205 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd
www 1206 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd
www 1207 0.0 4.6 8604 2184 ? S 03:43 0:00 \_ httpd
www 1213 0.0 7.5 8604 3512 ? S 03:43 0:00 \_ httpd
www 1214 0.0 8.4 8604 3972 ? S 03:43 0:00 \_ httpd
www 1215 0.0 8.4 8604 3972 ? S 03:43 0:00 \_ httpd
root 1370 0.0 3.3 3444 1564 ? S 03:43 0:00 /usr/sbin/httpd-admin -f /etc/httpd/admin-conf/
httpd.conf -D HAVE_PER
admin 1376 0.0 3.3 3464 1556 ? S 03:43 0:00 \_ /usr/sbin/httpd-admin -f /etc/httpd/admin-conf/
httpd.conf -D HAVE
root 1389 0.0 1.9 1912 932 ? S 03:43 0:00 sh /usr/bin/safe_mysqld -defaults-file=/etc/my.cnf
mysql 1434 0.0 3.9 12160 1856 ? S 03:43 0:00 \_ /usr/libexec/mysqld -defaults-file=/etc/my.cnf
-basedir=/usr -
mysql 1436 0.0 3.9 12160 1856 ? S 03:43 0:00 \_ /usr/libexec/mysqld -defaults-file=/etc/my.cnf
-basedir=/us
mysql 1437 0.0 3.9 12160 1856 ? S 03:43 0:00 \_ /usr/libexec/mysqld -defaults-file=
/etc/my.cnf -basedir
root 1440 0.0 2.1 3660 1000 ? S 03:43 0:00 squid -D
squid 1444 0.2 8.9 6016 4168 ? S 03:43 0:00 \_ (squid) -D
squid 1472 0.0 0.7 1304 344 ? S 03:43 0:00 \_ (unlinkd)
root 1486 0.0 1.2 1416 608 ? S 03:43 0:00 atalkd
root 1487 0.0 3.5 4296 1672 ? S 03:43 0:00 smbd -D
root 1497 0.0 3.5 3852 1680 ? S 03:43 0:00 nmbd -D
root 1500 0.0 2.9 3780 1384 ? S 03:43 0:00 \_ nmbd -D
root 1520 0.5 8.9 5332 4176 tty1 S 03:43 0:01 perl -wT /sbin/e-smith/console tty1
root 1524 0.1 0.0 0 0 ? Z 03:43 0:00 \_ [rpmq

�
defunct � ]

root 1525 0.0 0.9 1312 424 tty1 S 03:43 0:00 \_ /usr/bin/logger -p local1.info -t console
root 1526 0.0 1.5 1936 728 tty1 S 03:43 0:00 \_ /usr/bin/whiptail -clear -backtitle e-smith
server and gateway
root 1521 0.1 2.1 2196 1028 tty2 S 03:43 0:00 login - root
root 1551 0.1 2.6 2160 1224 tty2 S 03:44 0:00 \_ -bash
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root 1572 0.0 1.6 2588 756 tty2 R 03:47 0:00 \_ ps auxw -forest
root 1522 0.0 0.9 1316 444 tty3 S 03:43 0:00 /sbin/mingetty tty3
dns 1523 0.0 3.6 2792 1716 ? S 03:43 0:00 /usr/sbin/named -f -u dns -g dns -t /home/dns
root 1539 0.0 1.0 1368 488 ? S 03:44 0:00 papd
root 1549 0.0 1.6 1704 776 ? S 03:44 0:00 afpd -c 20 -n e-smith-server

Appendix B. List of Loaded Kernel Modules
Theis theminimal list of kernelmodulesloadedaftera default installation(createdby thelsmod command).Thepcnet32 moduleis for thenetwork
interfacecardusedin thesamplemachine.As thesamplemachineswasinstalledin serverandgatewaymodetheip_masq_* modulesareloaded.In
server-onlymode,thesemodulesarenot loaded.Notethatourdefault policy is to provideasmuchpower andflexibility for usersaspossible,while
maintaininghighsecurity. As a consequence,ourdefault gatewayconfigurationincludesa largesetof masqueradingmodules,includingpopulargames.
Naturally, thiscanbecustomizedfor siteswho wantrestrictedfunctionality.

Notethatthis list is highly dependentupontheexacthardwareconfigurationof yoursystem.Additionalmodulesmaybeloadedto supportUSB
controllers,tapedrivesandcertaintypesof diskdrivesandvideoboards.

Module Size Used by
appletalk-fixed 20960 12 (autoclean)
ip_masq_vdolive 1376 0 (unused)
ip_masq_raudio 3008 0 (unused)
ip_masq_quake 1392 0 (unused)
ip_masq_irc 1632 0 (unused)
ip_masq_icq 10144 0 (unused)
ip_masq_h323 3600 0 (unused)
ip_masq_ftp 4256 0 (unused)
ip_masq_cuseeme 1120 0 (unused)
pcnet32 10736 2 (autoclean)

Appendix C. Packet Filtering Rules
Thefollowing packet filtering rulesareestablishedby theipchains commandfor thedefault installationin serverandgatewaymodefor version4.1.1.
In thisexample,theIP addressfor the internal network interfacecardis 192.168.1.1andtheIP addressfor theexternalnetwork interfacecardis
192.168.65.17.This listing wasgeneratedby ipchains -L -n.

Annotationsareprovidedbelow to explain specificblocksof rules.

Thefirst chain,input, specifieswhatpacketswill beacceptedinto theserver. At theverybeginning,all inboundICMP packetsareimmediatelyrouted
to a separatechain,icmpIn for processing.Notethatthesecondline, startingwith "ACCEPT",appliesto theloopbackinterface,lo, andacceptsall
incomingpackets(whichcanonly originateon thelocalmachine).

Chain input (policy DENY):
target prot opt source destination ports
icmpIn icmp ---- 0.0.0.0/0 0.0.0.0/0 * - � *
ACCEPT all ---- 0.0.0.0/0 0.0.0.0/0 n/a
denylog tcp ---- 0.0.0.0/0 0.0.0.0/0 0:19 - � *
denylog udp ---- 0.0.0.0/0 0.0.0.0/0 0:19 - � *
denylog tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 0:19
denylog udp ---- 0.0.0.0/0 0.0.0.0/0 * - � 0:19
DENY all ---- 224.0.0.0/3 0.0.0.0/0 n/a
DENY all ---- 0.0.0.0/0 224.0.0.0/3 n/a
ACCEPT all ---- 192.168.1.0/24 0.0.0.0/0 n/a
ACCEPT tcp !y--- 0.0.0.0/0 0.0.0.0/0 * - � *
ACCEPT tcp ---- 0.0.0.0/0 192.168.65.17 * - � 113
ACCEPT udp ---- 0.0.0.0/0 0.0.0.0/0 67:68 - � *
ACCEPT tcp ---- 0.0.0.0/0 192.168.65.17 * - � 20
ACCEPT tcp ---- 0.0.0.0/0 192.168.65.17 * - � 21
ACCEPT tcp ---- 0.0.0.0/0 192.168.65.17 * - � 80
ACCEPT tcp ---- 0.0.0.0/0 192.168.65.17 * - � 443
ACCEPT tcp ---- 0.0.0.0/0 192.168.65.17 * - � 25
ACCEPT tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 1023:65535
ACCEPT udp ---- 0.0.0.0/0 0.0.0.0/0 * - � 1023:65535
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denylog all ---- 0.0.0.0/0 0.0.0.0/0 n/a

Theforward chainspecifiesthatany packetsfrom theinternalnetwork will bemasqueradedandpassedon to theoutput chainfor processingbefore
beingsentout to theexternalInternet.

Chain forward (policy DENY):
target prot opt source destination ports
ACCEPT all ---- 192.168.1.0/24 192.168.1.0/24 n/a
MASQ all ---- 192.168.1.0/24 0.0.0.0/0 n/a
DENY all ---- 0.0.0.0/0 0.0.0.0/0 n/a

Theoutput chainspecifieswhichpacketswill beallowedto leave theserver. NoteagainthatoutboundICMP packetsaresentto theseparateicmpOut
chainfor processing.

Chain output (policy ACCEPT):
target prot opt source destination ports
icmpOut icmp ---- 0.0.0.0/0 0.0.0.0/0 * - � *
- tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 80
- tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 22
- tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 23
- tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 21
- tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 110
- tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 25
- tcp ---- 0.0.0.0/0 0.0.0.0/0 * - � 20
ACCEPT all ---- 0.0.0.0/0 0.0.0.0/0 n/a
DENY all ---- 224.0.0.0/3 0.0.0.0/0 n/a
DENY all ---- 0.0.0.0/0 224.0.0.0/3 n/a
ACCEPT icmp ---- 192.168.1.0/24 0.0.0.0/0 * - � *
ACCEPT all ---- 0.0.0.0/0 192.168.1.0/24 n/a
ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 20 - � *
ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 21 - � *
ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 80 - � *
ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 443 - � *
ACCEPT tcp !y--- 192.168.65.17 0.0.0.0/0 25 - � *
ACCEPT all ---- 0.0.0.0/0 0.0.0.0/0 n/a

Thedenylog chainis referencedby severalof theotherchainsandjustdeniesa packet while loggingthepacket denial.This chainis usedsimply to
avoid clutteringup individual ruleswith loggingoptions.

Chain denylog (7 references):
target prot opt source destination ports
DENY all ---l- 0.0.0.0/0 0.0.0.0/0 n/a

ThisicmpIn chainspecifieswhich typesof ICMP packetswe will allow into thesystem.

Chain icmpIn (1 references):
target prot opt source destination ports
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 8 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 0 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 3 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 4 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 11 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 12 - � *
denylog all ---- 0.0.0.0/0 0.0.0.0/0 n/a

TheicmpOut chainspecifieswhich typesof ICMP packetswe will allow to leave thesystem.

Chain icmpOut (1 references):
target prot opt source destination ports
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 8 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 0 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 3 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 4 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 11 - � *
ACCEPT icmp ---- 0.0.0.0/0 0.0.0.0/0 12 - � *
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denylog all ---- 0.0.0.0/0 0.0.0.0/0 n/a

Appendix D. List of Open Network Por ts
Programsareboundto andlisteningon theseTCPor UDPports.Thisoutputwasgeneratedby netstat -anp | egrep "LISTEN|udp" | grep -v

"^unix" andthensortedby portnumberanddividedinto sections.Thelastcolumnlists theprocessthatis boundto thespecificport number.

Thefollowing processesareboundto theinternalnetwork interfacecardand/orthelocalhost.They arefor DNS(named), NetBIOSnaminga.k.a.WINS
(nmbd) andSMB file sharing(smbd).

tcp 0 0 192.168.1.1:53 0.0.0.0:* LISTEN 1523/named
udp 0 0 192.168.1.1:53 0.0.0.0:* 1149/named
tcp 0 0 127.0.0.1:53 0.0.0.0:* LISTEN 1523/named
udp 0 0 127.0.0.1:53 0.0.0.0:* 1149/named
udp 0 0 192.168.1.1:137 0.0.0.0:* 1128/nmbd
udp 0 0 192.168.1.1:138 0.0.0.0:* 1128/nmbd
tcp 0 0 127.0.0.1:139 0.0.0.0:* LISTEN 1487/smbd
tcp 0 0 192.168.1.1:139 0.0.0.0:* LISTEN 1487/smbd

Thefollowing processesareboundto theexternalinterface.Mostof theseprocessesshouldbefamiliar to Linux/UNIX administrators,but two maynot
be.afpd is theAppleTalk file sharingcomponentof netatalk. slapd is theLDAP directoryserver thatwe areusing.Notethatexternalconnectionsto
all of theseprocessesexceptfor thetwo with anasteriskin thefirst columnareblockedby thepacket filtering rulesmentionedpreviously. These
processesmustbeblockedby theipchains rulesbecausethey donotprovide theoptionto selectively bind to specificinterfaces.

udp 0 0 0.0.0.0:67 0.0.0.0:* 615/dhcpd
* tcp 0 0 0.0.0.0:80 0.0.0.0:* LISTEN 1193/httpd

udp 0 0 0.0.0.0:137 0.0.0.0:* 1128/nmbd
udp 0 0 0.0.0.0:138 0.0.0.0:* 1128/nmbd
tcp 0 0 0.0.0.0:389 0.0.0.0:* LISTEN 531/slapd

* tcp 0 0 0.0.0.0:443 0.0.0.0:* LISTEN 1193/httpd
tcp 0 0 0.0.0.0:515 0.0.0.0:* LISTEN 987/lpd Waiting
tcp 0 0 0.0.0.0:548 0.0.0.0:* LISTEN 1549/afpd
tcp 0 0 0.0.0.0:980 0.0.0.0:* LISTEN 1370/httpd-admin
udp 0 0 0.0.0.0:1024 0.0.0.0:* 1149/named
tcp 0 0 0.0.0.0:3128 0.0.0.0:* LISTEN 1444/(squid)
udp 0 0 0.0.0.0:3130 0.0.0.0:* 1082/(squid)
tcp 0 0 0.0.0.0:3306 0.0.0.0:* LISTEN 1434/mysqld
udp 0 0 0.0.0.0:3401 0.0.0.0:* 1082/(squid)

In addition,a numberof processesdonot run asseparatedaemonsbut insteadarelaunchedby theinetd daemon.With version7.0of their Linux
distribution,RedHat beganusingxinetd, anewer andmoreflexible implementationof thetraditionalinetd daemon.As shown below, xinetd is
listeningonports21 (FTP),25 (SMTP),110(POP3),113(ident)and143(IMAP).

tcp 0 0 0.0.0.0:21 0.0.0.0:* LISTEN 933/xinetd
tcp 0 0 0.0.0.0:25 0.0.0.0:* LISTEN 933/xinetd
tcp 0 0 0.0.0.0:110 0.0.0.0:* LISTEN 933/xinetd
tcp 0 0 0.0.0.0:113 0.0.0.0:* LISTEN 933/xinetd
tcp 0 0 0.0.0.0:143 0.0.0.0:* LISTEN 933/xinetd

Appendix E. List of Open UNIX Domain Sockets
TheseportsareUNIX socketsopenfor accessby programson thee-smithserveronly. Thisoutputwasgeneratedby netstat -anp | grep unix.
Thefinal columnshows thesocket file nameto which theprocessis bound.

unix 10 [ ] DGRAM 1230 852/syslogd /dev/log
unix 0 [ ACC ] STREAM LISTENING 6169 1523/named /var/run/ndc
unix 0 [ ACC ] STREAM LISTENING 3516 1434/mysqld /var/lib/mysql/mysql.sock
unix 1 [ ] DGRAM 1232 852/syslogd /home/dns/dev/log
unix 0 [ ] DGRAM 6233 1521/login - root
unix 0 [ ] DGRAM 6218 1549/afpd
unix 0 [ ] DGRAM 6208 1539/papd

12



Securityandthee-smithserverandgateway

unix 0 [ ] DGRAM 6167 1523/named
unix 0 [ ] DGRAM 6094 1486/atalkd
unix 0 [ ] DGRAM 6011 1440/squid
unix 0 [ ] DGRAM 1556 1082/smtpfwdd
unix 0 [ ] DGRAM 1446 1012/dhcpd
unix 0 [ ] DGRAM 1350 933/xinetd
unix 0 [ ] DGRAM 1286 887/crond
unix 0 [ ] DGRAM 1250 862/klogd
unix 0 [ ] DGRAM 888 531/slapd

Appendix F. Configuration of tcp_wrapper s
Theprimaryapplicationlevel accesscontrol listsareimplementedvia a mechanismcalledtcp_wrappers. This involvesbothanexplicit daemontcpd
aswell asa setof librariescalledby someapplications(suchassshd). Both thedaemonandthelibrariesfirst check/etc/hosts.deny to seeif a
connectionis deniedandthencheck/etc/hosts.allow to seeif theconnectionis explicitly allowed.

As youcanseefrom thelistingsbelow, ourdefault policy is to deny all connectionsto theserver exceptfor thoseexplicitly allowedto specificports.

Appendix F.1. /etc/hosts.den y

ALL: ALL

Appendix F.2. /etc/hosts.allo w
Notethat/etc/hosts.allow is dynamicallychangedwhenever a subnetis addedor theIP addressof theserver or its netmaskis changed.

# appletalk services
afpd : 127.0.0.1, 192.168.1.0/255.255.255.0
papd : 127.0.0.1, 192.168.1.0/255.255.255.0

# identification server
in.identd : ALL

# IMAP server
imapd : 127.0.0.1, 192.168.1.0/255.255.255.0

# LDAP servers
slapd : 127.0.0.1, 192.168.1.0/255.255.255.0

# obtuse-smtpd - also see smtpd_check_rules
smtpd : ALL

# ftp daemon
in.proftpd : ALL

# pop3 server
qmail-popup : 127.0.0.1, 192.168.1.0/255.255.255.0

# sshd access is currently disabled
# telnet access is currently disabled

Appendix G. SMB Security
Thefollowing informationis from the/etc/smb.conf configurationfile thatcontrolsSamba’s operations.Notethatonly therelevantsecurity-related
sectionsof thefile have beenincludedhere.

# This option is important for security. It allows you to restrict
# connections to machines which are on your local network. The
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# following example restricts access to two C class networks and
# the "loopback" interface. For more examples of the syntax see
# the smb.conf man page

hosts allow = 127.0.0.1 192.168.1.0/255.255.255.0

# Configure Samba to use multiple interfaces
# If you have multiple network interfaces then you must list them
# here. See the man page for details.

interfaces = 127.0.0.1 192.168.1.1/255.255.255.0

# Security mode. Most people will want user level security. See
# security_level.txt for details.

security = user
# Use password server option only with security = server
; password server =

�
NT-Server-Name �

# Password Level allows matching of _n_ characters of the password for
# all combinations of upper and lower case.
; password level = 8
; username level = 8

# If this parameter is ’yes’ for a service, then no password is
# required to connect to the service.

guest ok = yes

# This is a username which will be used for access to services which
# are specified as ’guest ok’.

guest account = public

# If unknown user logs in, treat as guest. (In older versions of
# Samba this was a compile-time option.)

map to guest = bad user

# You may wish to use password encryption. Please read
# ENCRYPTION.txt, Win95.txt and WinNT.txt in the Samba documentation.
# Do not enable this option unless you have read those documents

encrypt passwords = yes
smb passwd file = /etc/smbpasswd

# The following are needed to allow password changing from Windows to
# update the Linux sytsem password also.
# NOTE: Use these with ’encrypt passwords’ and ’smb passwd file’ above.
# NOTE2: You do NOT need these to allow workstations to change only
# the encrypted SMB passwords. They allow the Unix password
# to be kept in sync with the SMB password.
; unix password sync = Yes
; passwd program = /usr/bin/passwd %u
; passwd chat = *New*UNIX*password* %n\n *ReType*new*UNIX*password* %n\n
*passwd:*all*authentication*tokens*updated*successfully*

# Unix users can map to different SMB User names
; username map = /etc/smbusers

# This global parameter allows the Samba admin to limit what
# interfaces on a machine will serve smb requests.

bind interfaces only = yes

# Browser Control Options:
# set local master to no if you don’t want Samba to become a master
# browser on your network. Otherwise the normal election rules apply

local master = yes

# Domain Master specifies Samba to be the Domain Master Browser. This
# allows Samba to collate browse lists between subnets. Don’t use this
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# if you already have a Windows NT domain controller doing this job
domain master = yes

# Preferred Master causes Samba to force a local browser election on startup
# and gives it a slightly higher chance of winning the election

preferred master = yes

# Use only if you have an NT server on your network that has been
# configured at install time to be a primary domain controller.
; domain controller =

�
NT-Domain-Controller-SMBName �

[homes]
comment = Home directory
browseable = no
guest ok = no
read only = no
writable = yes
printable = no
create mode = 0660
force create mode = 0660
directory mode = 0770
force directory mode = 0770
path = /home/e-smith/files/users/%S/home

[Primary]
comment = Primary site
path = /home/e-smith/files/primary
read only = no
writable = yes
printable = no
create mode = 0640
force create mode = 0640
directory mode = 0750
force directory mode = 0750

[netlogon]
comment = Network Logon Service
path = /home/netlogon
guest ok = yes
writable = yes
browseable = no
share modes = no

Appendix H. Apac he Security
Thefollowing linesarethesecurity-relatedsectionsof theApacheconfigurationfile foundat/etc/httpd/conf/http.conf. Thefirst block of code
determineswhatport theserver will run on,wheretherootof thefilesareandwhatuserandgrouptheserver will run as.

Port 80
ServerAdmin admin@tofu-dog.com
ServerRoot /etc/httpd
User www
Group www

Thenext relevantblock listsall themodulesthatareloadedinto theApachewebserver. Apacheprovidesa modularstructurethatallows additional
functionalityto bebeloadedinto theprogramthroughcompiledmodules.In keepingwith UNIX/Linux conventions,the# characterindicatesthata
givenline is "commentedout" andthatmoduleis thereforenot loaded.

# Dynamic Shared Object (DSO) Support
#
#LoadModule mmap_static_module modules/mod_mmap_static.so
LoadModule php4_module /usr/lib/apache/libphp4.so
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LoadModule env_module modules/mod_env.so
LoadModule config_log_module modules/mod_log_config.so
LoadModule agent_log_module modules/mod_log_agent.so
LoadModule referer_log_module modules/mod_log_referer.so
#LoadModule mime_magic_module modules/mod_mime_magic.so
LoadModule mime_module modules/mod_mime.so
LoadModule negotiation_module modules/mod_negotiation.so
LoadModule status_module modules/mod_status.so
LoadModule info_module modules/mod_info.so
LoadModule includes_module modules/mod_include.so
LoadModule autoindex_module modules/mod_autoindex.so
LoadModule dir_module modules/mod_dir.so
LoadModule cgi_module modules/mod_cgi.so
LoadModule asis_module modules/mod_asis.so
LoadModule imap_module modules/mod_imap.so
LoadModule action_module modules/mod_actions.so
#LoadModule speling_module modules/mod_speling.so
LoadModule userdir_module modules/mod_userdir.so
LoadModule proxy_module modules/libproxy.so
LoadModule alias_module modules/mod_alias.so
LoadModule rewrite_module modules/mod_rewrite.so
LoadModule access_module modules/mod_access.so
LoadModule auth_module modules/mod_auth.so
LoadModule anon_auth_module modules/mod_auth_anon.so
#LoadModule dbm_auth_module modules/mod_auth_dbm.so
LoadModule db_auth_module modules/mod_auth_db.so
LoadModule digest_module modules/mod_digest.so
#LoadModule cern_meta_module modules/mod_cern_meta.so
LoadModule expires_module modules/mod_expires.so
LoadModule headers_module modules/mod_headers.so
LoadModule usertrack_module modules/mod_usertrack.so
#LoadModule example_module modules/mod_example.so
#LoadModule unique_id_module modules/mod_unique_id.so
LoadModule setenvif_module modules/mod_setenvif.so

# Extra Modules
#LoadModule php_module modules/mod_php.so
#LoadModule php3_module modules/libphp3.so
#LoadModule perl_module modules/libperl.so
LoadModule external_auth_module modules/mod_auth_external.so

LoadModule ssl_module /usr/lib/apache/libssl.so
# Reconstruction of the complete module list from all available modules
# (static and shared ones) to achieve correct module execution order.
# [WHENEVER YOU CHANGE THE LOADMODULE SECTION ABOVE UPDATE THIS, TOO]
ClearModuleList
AddModule mod_php4.c

#AddModule mod_mmap_static.c
AddModule mod_env.c
AddModule mod_log_config.c
AddModule mod_log_agent.c
AddModule mod_log_referer.c
#AddModule mod_mime_magic.c
AddModule mod_mime.c
AddModule mod_negotiation.c
AddModule mod_status.c
AddModule mod_info.c
AddModule mod_include.c
AddModule mod_autoindex.c
AddModule mod_dir.c
AddModule mod_cgi.c
AddModule mod_asis.c
AddModule mod_imap.c
AddModule mod_actions.c
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#AddModule mod_speling.c
AddModule mod_userdir.c
AddModule mod_proxy.c
AddModule mod_alias.c
AddModule mod_rewrite.c
AddModule mod_access.c
AddModule mod_auth.c
AddModule mod_auth_anon.c
#AddModule mod_auth_dbm.c
AddModule mod_auth_db.c
AddModule mod_auth_external.c
AddModule mod_digest.c
#AddModule mod_cern_meta.c
AddModule mod_expires.c
AddModule mod_headers.c
AddModule mod_usertrack.c
#AddModule mod_example.c
#AddModule mod_unique_id.c
AddModule mod_so.c
AddModule mod_setenvif.c

# Extra Modules
#AddModule mod_php.c
#AddModule mod_php3.c
#AddModule mod_perl.c

AddModule mod_ssl.c
AddExternalAuth pwauth /usr/lib/apache/pwauth
SetExternalAuthMethod pwauth pipe

Thenext block of codeconfiguresSecureSocket Layersupportwithin Apache.

##########################################################
## SSL Global Context Configuration
##
## All SSL configuration in this context applies both to
## the main server and all SSL-enabled virtual hosts
## (unless overridden by virtual hosts)
##

�
IfModule mod_ssl.c �

## SSL Support
## When we also provide SSL we have to listen to the
## standard HTTPS port - 443
##
Listen 443
Listen 80

SSLEngine off

SSLPassPhraseDialog builtin

SSLSessionCache dbm:logs/ssl_scache

SSLSessionCacheTimeout 300

SSLMutex file:logs/ssl_mutex

SSLRandomSeed startup file:/dev/urandom 512
SSLRandomSeed connect builtin

SSLLog logs/ssl_engine_log

SSLLogLevel info
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SSLProtocol all
�
/IfModule �

Next, theconfigurationfile specifieshow many clientscanconnectat any onetime,wherethedocumentsarestoredandothercontent-related
configurationparameters.

MaxClients 150
MaxRequestsPerChild 100
#ProxyRequests On
ServerName www.tofu-dog.com
MinSpareServers 8
MaxSpareServers 20
Timeout 300
DirectoryIndex index.htm index.html index.shtml index.cgi index.php index.php3
DocumentRoot /home/e-smith/files/primary/html
FancyIndexing on
# UserDir public_html
AccessFileName .htaccess
DefaultType text/plain
TypesConfig /etc/mime.types

Redirect /e-smith-manager http://192.168.1.1:980
Redirect /e-smith-password http://192.168.1.1:980/e-smith-password

# To use CGI scripts:
AddHandler cgi-script .cgi

AddHandler server-parsed .shtml

Next arelistedthealiasesfor theprimarywebsiteandany virtual domains.Theseallow thesettingsabove to beoverridenfor eachof theindividual
virtual domains.Notethatthis informationis generatedautomaticallyby e-smithmanagementsoftware.

NameVirtualHost 127.0.0.1:80

�
VirtualHost 127.0.0.1:80 �

ServerName www.tofu-dog.com
ServerAlias tofu-dog.com

# primary content

DocumentRoot /home/e-smith/files/primary/html
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /home/e-smith/files/primary/files
Alias /common /etc/e-smith/web/common

# alias for Apache icons

Alias /icons/ /var/www/icons/

�
/VirtualHost �

NameVirtualHost 192.168.1.1:80

�
VirtualHost 192.168.1.1:80 �

ServerName www.tofu-dog.com
ServerAlias tofu-dog.com

# primary content

DocumentRoot /home/e-smith/files/primary/html
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /home/e-smith/files/primary/files
Alias /common /etc/e-smith/web/common

18



Securityandthee-smithserverandgateway

# alias for Apache icons

Alias /icons/ /var/www/icons/

�
/VirtualHost �

NameVirtualHost 192.168.65.17:80

�
VirtualHost 192.168.65.17:80 �

ServerName www.tofu-dog.com
ServerAlias tofu-dog.com

# primary content

DocumentRoot /home/e-smith/files/primary/html
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /home/e-smith/files/primary/files
Alias /common /etc/e-smith/web/common

# alias for Apache icons

Alias /icons/ /var/www/icons/

�
/VirtualHost �

Now thealiasesareagaindefined,but this time for SSL(port 443)connectionswith additionalSSL-relatedinformation.

NameVirtualHost 127.0.0.1:443

�
VirtualHost 127.0.0.1:443 �

ServerName secure.tofu-dog.com
ServerAlias tofu-dog.com www.tofu-dog.com

# primary content

DocumentRoot /home/e-smith/files/primary/html
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /home/e-smith/files/primary/files

# alias for Apache icons

Alias /icons/ /var/www/icons/

# SSL Directives

SSLEngine on
SSLCertificateFile /home/e-smith/ssl.crt/secure.tofu-dog.com.crt
SSLCertificateKeyFile /home/e-smith/ssl.key/secure.tofu-dog.com.key
SetEnvIf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown downgrade-1.0 force-response-1.0

�
/VirtualHost �

NameVirtualHost 192.168.1.1:443

�
VirtualHost 192.168.1.1:443 �

ServerName secure.tofu-dog.com
ServerAlias tofu-dog.com www.tofu-dog.com

# primary content
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DocumentRoot /home/e-smith/files/primary/html
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /home/e-smith/files/primary/files

# alias for Apache icons

Alias /icons/ /var/www/icons/

# SSL Directives

SSLEngine on
SSLCertificateFile /home/e-smith/ssl.crt/secure.tofu-dog.com.crt
SSLCertificateKeyFile /home/e-smith/ssl.key/secure.tofu-dog.com.key
SetEnvIf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown downgrade-1.0 force-response-1.0

�
/VirtualHost �

NameVirtualHost 192.168.65.17:443

�
VirtualHost 192.168.65.17:443 �

ServerName secure.tofu-dog.com
ServerAlias tofu-dog.com www.tofu-dog.com

# primary content

DocumentRoot /home/e-smith/files/primary/html
ScriptAlias /cgi-bin /home/e-smith/files/primary/cgi-bin
Alias /files /home/e-smith/files/primary/files

# alias for Apache icons

Alias /icons/ /var/www/icons/

# SSL Directives

SSLEngine on
SSLCertificateFile /home/e-smith/ssl.crt/secure.tofu-dog.com.crt
SSLCertificateKeyFile /home/e-smith/ssl.key/secure.tofu-dog.com.key
SetEnvIf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown downgrade-1.0 force-response-1.0

�
/VirtualHost �

Thefinal security-relatedsectionof theApacheconfigurationdealswith configuringthesecurityof thevariousdirectorieswhosecontentwill beserved
by theApachewebserver. Onceinformationbaysareaddedto thesystem,they will eachhave entrieslistedhere.

# First, we configure the "default" to be a very restrictive set of
# permissions.

�
Directory / �

Options None
AllowOverride None
order deny,allow
deny from all
allow from none

�
/Directory �

# horde not configured as it is disabled in the config db

# Note that from this point forward you must specifically allow
# particular features to be enabled - so if something’s not working as
# you might expect, make sure that you have specifically enabled it
# below.
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#----------------------------------------
# primary directories
#----------------------------------------

�
Directory /etc/e-smith/web/common �

AllowOverride None
order deny,allow
deny from all
allow from all

�
/Directory �

�
Directory /home/e-smith/files/primary/html �

Options Indexes Includes
AllowOverride None
order deny,allow
deny from all
allow from all

�
/Directory �

�
Directory /home/e-smith/files/manager/html �

Options Indexes Includes ExecCGI
AllowOverride None
order deny,allow
deny from all
allow from all

�
/Directory �

�
Directory /var/www/icons �

Options Indexes Includes
AllowOverride None
order deny,allow
deny from all
allow from all

�
/Directory �

�
Directory /home/e-smith/files/primary/cgi-bin �

Options ExecCGI
AllowOverride None
order deny,allow
deny from all
allow from all

�
/Directory �

�
Directory /home/e-smith/files/manager/cgi-bin �

Options ExecCGI
AllowOverride None
order deny,allow
deny from all
allow from all

�
/Directory �

�
Directory /home/e-smith/files/primary/files �

AllowOverride None
ForceType application/octet-stream
order deny,allow
deny from all
allow from all

�
/Directory �
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Appendix I. Rules For Mail Relaying
Theruleslistedbelow arefrom /var/spool/smtpd/etc/smtpd_check_rules. They areusedby thesmtpd programto determinewhethermail
shouldbeacceptedfor deliverybasedon thesender’s IP addressaswell astheenveloperecipientaddress.This exampleusesoursampledomain
tofu-dog.com andblocksall relayingof e-mailexceptfrom userson theinternalnetwork. Notethatit alsoblocksanyonefrom theInternetfrom being
ableto sendto everyone@tofu-dog.comor shared@tofu-dog.com.

# Don’t allow bang paths via us
noto:ALL:ALL:*!*@*:551 Sorry %H (%I), I don’t allow unauthorized relaying. You can’t use me to send
mail from %F to %T.

# Don’t allow two @s (equivalent to %hack) via us
noto:ALL:ALL:*@*@*:551 Sorry %H (%I), I don’t allow unauthorized relaying. You can’t use me to send
mail from %F to %T.

# Don’t allow %hack relay via us
noto:ALL:ALL:*%*@*:551 Sorry %H (%I), I don’t allow unauthorized relaying. You can’t use me to send
mail from %F to %T.

# Allow relaying from the local network
allow:127.0.0.1:ALL:ALL
allow:192.168.1.0/24:ALL:ALL

# Prohibit access to these addresses from the outside world
noto:ALL:ALL:everyone@*.tofu-dog.com everyone@tofu-dog.com:551 Sorry %H (%I), you cannot send
mail to %T from outside our local network.
noto:ALL:ALL:shared@*.tofu-dog.com shared@tofu-dog.com:551 Sorry %H (%I), you cannot send
mail to %T from outside our local network.

# Allow any of our domains
allow:ALL:ALL:*.tofu-dog.com *@tofu-dog.com

# Just say no to anything else, we won’t relay for people we don’t know.
noto:ALL:ALL:ALL:551 Sorry %H(%I), I don’t allow unauthorized relaying. Please use another SMTP host
to mail from %F to %T

Appendix J. List of setuid Files and Directories
Thefollowing fileshave thesetuid bit setwhich, in all but onecase,meansthatthesecommandsareexecutedasif by theroot user. Notethatthe
e-smithsetuid programscanonly beexecutedby therootuseror membersof theadmin group.This list wasgeneratedby thecommandfind /

-path /proc -prune -o perm +4000 -exec ls -ld {} \; which listsall setuid filesexceptfor thosefoundin thevirtual /proc filesystem.

-rws-x-x 1 qmailq qmail 12680 Feb 8 21:13 /var/qmail/bin/qmail-queue
-rwsr-x-- 1 root admin 32632 Feb 15 15:04 /etc/e-smith/web/functions/backup
-rwsr-x-- 1 root admin 20997 Jan 15 17:11 /etc/e-smith/web/functions/groups
-rwsr-x-- 1 root admin 32761 Jan 25 19:04 /etc/e-smith/web/functions/ibays
-rwsr-x-- 1 root admin 13868 Jan 15 17:11 /etc/e-smith/web/functions/localnetworks
-rwsr-x-- 1 root admin 7899 Jan 15 17:11 /etc/e-smith/web/functions/navigation
-rwsr-x-- 1 root admin 7497 Jan 15 17:11 /etc/e-smith/web/functions/noframes
-rwsr-x-- 1 root admin 2684 Jan 15 17:11 /etc/e-smith/web/functions/online-manual
-rwsr-x-- 1 root admin 6354 Jan 15 17:11 /etc/e-smith/web/functions/password
-rwsr-x-- 1 root admin 965 Aug 21 2000 /etc/e-smith/web/functions/pleasewait
-rwsr-x-- 1 root admin 4679 Jan 15 17:11 /etc/e-smith/web/functions/reboot
-rwsr-x-- 1 root admin 13232 Feb 15 17:40 /etc/e-smith/web/functions/remoteaccess
-rwsr-x-- 1 root admin 9011 Feb 15 17:40 /etc/e-smith/web/functions/review
-rwsr-x-- 1 root admin 9640 Jan 15 17:11 /etc/e-smith/web/functions/starterwebsite
-rwsr-x-- 1 root admin 24131 Feb 15 17:40 /etc/e-smith/web/functions/support
-rwsr-x-- 1 root admin 43540 Feb 15 17:40 /etc/e-smith/web/functions/useraccounts
-rwsr-x-- 1 root admin 16924 Feb 15 17:40 /etc/e-smith/web/functions/virtualdomains
-rwsr-x-- 1 root admin 7437 Jan 25 19:04 /etc/e-smith/web/functions/workgroup
-rwsr-x-- 1 root admin 12550 Feb 12 19:59 /etc/e-smith/web/functions/emailretrieval
-rwsr-x-- 1 root admin 10700 Feb 12 19:59 /etc/e-smith/web/functions/otheremail
-rwsr-x-- 1 root admin 17763 Feb 12 19:59 /etc/e-smith/web/functions/pseudonyms
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-rwsr-x-- 1 root admin 18858 Jan 25 17:04 /etc/e-smith/web/functions/hostentries
-rwsr-x-- 1 root admin 9925 Jan 25 16:50 /etc/e-smith/web/functions/directory
-rwsr-x-- 1 root admin 12421 Jan 25 17:36 /etc/e-smith/web/functions/printers
-rwsr-x-- 1 root admin 17501 Feb 12 14:11 /etc/e-smith/web/functions/datetime
-rwsr-x-- 1 root admin 5778 Feb 8 19:49 /etc/e-smith/web/functions/qmailanalog
-rwsr-x-- 1 root admin 4921 Jan 25 16:40 /etc/e-smith/web/functions/reinstall
-r-sr-s-- 1 root admin 5914 Jan 15 17:11 /etc/e-smith/web/panels/password/cgi-bin/userpassword
-rwsr-xr-x 1 root root 14184 Jul 12 2000 /bin/su
-rwsr-xr-x 1 root root 22108 Oct 10 16:18 /bin/ping
-rwsr-xr-x 1 root root 55420 Oct 4 2000 /bin/mount
-rwsr-xr-x 1 root root 25404 Oct 4 2000 /bin/umount
-r-sr-xr-x 1 root root 14784 Nov 30 13:16 /sbin/pwdb_chkpwd
-r-sr-xr-x 1 root root 15360 Nov 30 13:16 /sbin/unix_chkpwd
-r-sr-sr- 1 root root 102973 Feb 15 17:40 /sbin/e-smith/console
-rwsr-xr-x 1 root root 34220 Aug 8 2000 /usr/bin/chage
-rwsr-xr-x 1 root root 36344 Aug 8 2000 /usr/bin/gpasswd
-rwsr-xr-x 1 root root 35964 Aug 23 2000 /usr/bin/at
-rwsr-xr-x 1 root root 21248 Aug 24 2000 /usr/bin/crontab
-rws-x-x 2 root root 793603 Aug 7 2000 /usr/bin/suidperl
-rws-x-x 2 root root 793603 Aug 7 2000 /usr/bin/sperl5.6.0
-rwsr-xr-x 1 root root 176932 Nov 21 17:53 /usr/bin/ssh
-r-s-x-x 1 root root 13536 Jul 12 2000 /usr/bin/passwd
-rwsr-sr-x 1 root mail 63772 Aug 11 2000 /usr/bin/procmail
-rws-x-x 1 root root 13184 Aug 30 2000 /usr/bin/chfn
-rws-x-x 1 root root 12640 Aug 30 2000 /usr/bin/chsh
-rws-x-x 1 root root 5464 Aug 30 2000 /usr/bin/newgrp
-r-sr-x-- 1 root www 4656 Feb 8 20:53 /usr/lib/apache/pwauth
-rwsr-xr-x 1 root root 6316 Feb 8 21:32 /usr/sbin/usernetctl
-rwsr-xr-x 1 root root 16992 Jul 19 2000 /usr/sbin/traceroute

Appendix K. List of setgid Files
Thefollowing fileshave thesetgid bit setwhichmeansthatthesecommandsareexecutedby a userwith thespecificgrouppermissionsratherthanthe
user’s normalgroupsettings.Notethatsomeof thesefileswill alsobefoundearlierin AppendixJ.This list wasgeneratedby thecommandfind /

-path /proc -prune -o perm +2000 -exec ls -ld {} \; which listsall setgid filesexceptfor thosefoundin thevirtual /proc filesystem.
Thelisting wasfurtherpipedthroughgrep -v "^d" to remove extraneousdirectoryentries.

-r-sr-s-- 1 root admin 5914 Jan 15 17:11 /etc/e-smith/web/panels/password/cgi-bin/userpassword
-rwxr-sr-x 1 root root 4144 Feb 8 21:32 /sbin/netreport
-r-sr-sr- 1 root root 102973 Feb 15 17:40 /sbin/e-smith/console
-rwxr-sr-x 1 root man 35260 Aug 23 2000 /usr/bin/man
-rwxr-sr-x 1 root uucp 171452 Aug 24 2000 /usr/bin/minicom
-rwxr-sr-x 1 root mail 10932 Aug 11 2000 /usr/bin/lockfile
-rwsr-sr-x 1 root mail 63772 Aug 11 2000 /usr/bin/procmail
-rwxr-sr-x 1 root slocate 19932 Dec 18 12:15 /usr/bin/slocate
-r-xr-sr-x 1 root tty 6524 Aug 8 2000 /usr/bin/wall
-rwxr-sr-x 1 root tty 8500 Aug 30 2000 /usr/bin/write
-rwxr-sr-x 1 root utmp 6584 Jul 13 2000 /usr/sbin/utempter

Appendix L. Sample ssh Server Configuration File
Althoughnotenabledby default,many usersenablethesshd daemonto provide login capabilitiesthroughssh programs.Theexamplebelow shows
/etc/ssh/sshd_config in themostsecurecombinationof Private(internalnetwork only) access,with noroot login allowedandrequiringRSA
authentication.Thesystemis configuredwith thedefault IP addressof 192.168.1.1.

Port 22
ListenAddress 192.168.1.1
HostKey /etc/ssh/ssh_host_key
KeyRegenerationInterval 3600
LoginGraceTime 600
ServerKeyBits 768
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IgnoreRhosts yes
PasswordAuthentication no
PermitEmptyPasswords no
PermitRootLogin no
RSAAuthentication yes
RhostsAuthentication no
RhostsRSAAuthentication no
StrictModes yes
X11DisplayOffset 10
X11Forwarding no
CheckMail no
KeepAlive yes
PrintMotd yes
SyslogFacility AUTH

Appendix M. Listing of Software Packages
Thefollowing listing is a sortedlist of all RPMsoftwarepackagesinstalledin ane-smithserver andgateway for version4.1.1.This list wasgeneratedby
thecommandrpm -qa | sort -f.

anacron-2.3-9 findutils-4.1.5-4 openssh-2.3.0p1-4
apache-1.3.14-3 flexbackup-0.9.8-06es openssh-clients-2.3.0p1-4
apmd-3.0final-18 freetype-1.3.1-7 openssh-server-2.3.0p1-4
appletalk-fixed-0.1-6 ftp-0.17-6 openssl-0.9.5a-14
ash-0.2-26 gawk-3.0.6-1 pam-0.72-37
at-3.1.8-12 gd-1.8.3-4 passwd-0.64.1-4
authconfig-4.0.16-4 gdbm-1.8.0-5 patch-2.5.4-4
autopassword-2.0-3 getty_ps-2.0.7j-12 pciutils-2.1.8-8
basesystem-7.0-2 glib-1.2.8-4 perl-5.6.0-9
bash-2.04-11 glibc-2.2-9 perl-Text-Template-1.20-2
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